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The start of a new year is a good chance for 
us to put the previous 12 months behind us 
and start afresh with resolutions that aim to 
break old, often bad, habits and the inevitable 
poor life choices we sometimes make and, 
instead, capitalise on the good things we’ve 
done. Reducing the amount of alcohol we 
drink, stopping smoking and losing weight are 
usually the top of the list for a revitalised self.

It’s no different for the C4I community  
as industry and the armed forces look to 
start new initiatives in 2018 or build on 
successes already achieved. As ever, a new 
year means a renewed purpose to achieve 
goals set out. It also means taking a step 
back and learning from the past, avoiding 
the mistakes that sometimes plague major 
projects. Indeed, many individuals and 
organisations will be hoping that 2018 will 
be the year that their endeavours bear fruit. 

Networking challenges
Nowhere is that more so than in major 
networking projects, which are often fraught 
with technical difficulties and so ambitious 
in scope that they implode due to cost 
overruns and delays. Indeed, 2017 was 
challenging for the US Army in this respect 
as it decided to effectively cancel its major 
networking modernisation programme 
known as the Warfighter Information 
Network-Tactical – or WIN-T.

WIN-T was supposed to be one of the 
service’s flagship projects, but last 
September the army’s Deputy Chief of Staff 
(G-6) Lt Gen Bruce Crawford announced its 
premature end, describing it as ‘not the 
network that we need to fight and win 

against a peer threat in a congested or 
contested environment’. It was criticised for 
not being simple or intuitive enough, and 
also for being heavily dependent on industry-
provided field service representatives. 

Instead, the US Army wants to leverage 
the ‘innovation explosion’ currently under 
way in the communications sector and 
transform its acquisition process to keep up 
with these seismic changes. As part of this, 
it will establish a new command aimed at 
modernisation, known as the Army Futures 
Command, with networking being one of six 
key priority areas that it will look at when it is 
stood up this summer.

This new command for 2018 could 
revitalise and reinvigorate army acquisition. 
Less-established players will also be hoping 
that this new buying process could mean 
their innovative solutions win out over the 
same old multi-billion-dollar contractors.

Either way, the US Army has to find a 
solution to its networking challenges, and 
this will be the year in which we get more of 
an idea about the direction in which its 
heading. In some good news at least, it 
appears that the army’s attempts to fuse its 
air defence enterprise through a single 
network as part of its Integrated Air and 
Missile Defense (IAMD) programme is 
progressing well, despite early software 
hiccups. With its underlying IAMD Battle 
Command System, the army will be able to 
exploit open architecture standards and a 
significantly improved air defence picture 
(see p14).

And it’s not just the US embarking on major 
C4I programmes. Several countries, including 

Germany, France and the UK, are looking at 
moving forward with new communications 
and networking projects in 2018. The UK, for 
instance, will continue to leverage work 
already done on the next-generation 
Morpheus programme, in particular a £330 
million ($444 million) contract placed with 
General Dynamics UK last April for the 
development of a new architectural approach 
known as Evolve to Open. The British Army is 
expected to contract other elements of 
Morpheus this year, including the Battlefield 
Management Application.

The German Army is also undertaking a 
significant communications and overall 
battle management modernisation, with 
two programmes known as Mobile Tactical 
Communications and Mobile Tactical 
Information Network. Several companies 
used 2017 to position themselves for a 
soon-to-be-released RfI. Both efforts could 
be highly lucrative for industry, with 
estimates suggesting the German Army will 
allocate around €4-6 billion ($4.8-7.2 
billion) to the modernisation process.

Challenges still remain, and as projects 
increase in scope and become more 
ambitious (and unwieldy), the chances of 
failure inevitably increase. If that’s not 
daunting enough, the increasingly 
contested and congested nature of 
communication networks, including the 
growing cyber threat, is also adding to the 
issues facing both OEMs and the armed 
forces. Nevertheless, as 2018 goes on, 
industry will be hoping its new year’s 
ambitions can achieve results, unlike trying 
to cut down on those evening tipples. ▪

• SATCOM part 1

• SIGINT/ELINT

• Border surveillance EO/IR

• Tactical comms

In the next issue

Grant Turnbull, Editor

New year, new you
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Raytheon falls out of JSTARS Recap programme
Northrop Grumman is expected to be 
confirmed as the radar subcontractor for 
the USAF’s Joint Surveillance Target Attack 
Radar System (JSTARS) Recap programme 
after the Government Accountability Office 
(GAO) dismissed three protests by Raytheon 
on 28 December 2017.

Raytheon was originally awarded a 
contract in 2016, alongside Northrop 
Grumman, to mature its radar subsystem 
technology and perform risk-reduction 
efforts for the programme. The company 
had offered its Archimedes radar for the 
new JSTARS fleet, and claimed last year 
that flight tests had demonstrated that it 
met or exceeded key requirements. 

While specific technical details about  
its radar design remain limited, Northrop 
Grumman claimed that its subsystem 
performed well during pre-EMD 
(engineering, manufacturing and 

development) testing, particularly when 
demonstrating its mission system 
interoperability at maximum data rates.

Northrop Grumman is also a contender 
for the programme’s prime contract to 
deliver 17 converted business jets to 
provide intelligence-gathering capabilities 
using mature, modern subsystem 
technology to reduce vulnerabilities and 
integration risks.

The down-selection for the EMD phase of 
the programme is anticipated in early 2018, 
following technology readiness assessments, 
with bids from Lockheed Martin and Boeing 
also in consideration for the prime.

The programme, valued at just over $7 
billion, calls for JSTARS Recap to achieve 
initial operational capability by early 2024 to 
replace the air force’s ageing fleet of E-8C 
JSTARS (pictured), which were first deployed 
during Operation Desert Storm in 1991.

The ground surveillance aircraft have 
provided the service with wide-area 
moving target detection capabilities using 
Northrop Grumman’s AN/APY-7 radar to 
locate, classify and track targets in all 
weather conditions.
By Alice Budge, London

The US Army has announced a new 
modernisation effort that will improve 
the expeditionary command post 
capability of its units.

Revealed on 10 January, the 
Command Post Integrated Infrastructure 
(CPI2) will address mobility issues and 
ensure the integration across platforms 
of communications hardware and 
mission command applications.

The main goals for CPI2 will be 
reducing cognitive load on troops and 
implementing network capacity for 
expeditionary mission command, 
according to Col Troy Crosby, Project 
Manager Mission Command (PM MC).

The effort will leverage lessons  
learned from past network integration 

evaluations, unit rotations at the National 
Training Center and Joint Readiness Training 
Center, and army warfighting assessments.

CPI2 was authorised in December 2017 
and will be executed in three phases, with 
the first seeing selected units equipped 
with mobile platforms, secure wireless and 
intelligent power solutions.

According to the US Army, these units will 
conduct their own integration of systems 
onto platforms to inform future command 
post designs. 

‘We’re taking on this integration effort to 
get the baseline design right,’ said Crosby. 
‘Then it’s a matter of modifying that design 
to fit the specific needs of a unit.’

For Phase 2, the PM MC will lead and 
execute the prototype activities of five 
brigade sets of command post solutions, 
with each unit’s assessments informing an 
eventual programme of record, to be 
established in Phase 3.

According to a US Army release, the 
service will invite industry to compete and 
participate in certain aspects of the 
integration effort via what is known as 
other transaction authority. That 

mechanism should allow for 
collaborative, cost-effective acquisition 
during prototyping activities.

To meet an ‘aggressive timeline’ for 
contracting, prototyping, testing and 
fielding, the initiative will look at 
leveraging commercial and government-
developed components.

CPI2 will bring together existing 
programmes through a ‘systems of 
systems’ approach. The army will also 
work with the science and technology 
community to keep pace with the rapid 
technical developments going on in this 
space. This may include technologies that 
enhance camouflage, reduce electronic 
signatures and provide antenna remoting.

Another essential component will be 
working directly with soldiers for 
continual feedback, and ensuring that a 
proposed solution requires minimal 
training, said Crosby.

The US Army will hold an industry day 
in the near future to discuss CPI2 and 
share a projected acquisition timeline, 
along with established requirements. 
By Grant Turnbull, London

US Army outlines new command post initiative

Photo: US DoD

Photo: US Army
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Japan shifts military posture
Japan’s MoD is considering the acquisition 
of EW aircraft to blunt enemy air defences 
and command networks, with several jets 
to be procured from FY2019-23.

This requirement is expected to be 
incorporated into the updated Medium-
Term Defense Program when it is released 
later this year, as Japan experiences 
heightened concern over North Korean 
ballistic missile and nuclear aspirations.

Tokyo’s quest will be good news for 
Boeing, OEM of the EA-18G Growler 
(pictured), which is essentially the only 
aircraft in this class that is available to  
the country. Australia and the US are  
the Growler’s only operators to date. 

The platform can carry AN/ALQ-99 high-
band jamming pods, AN/ALQ-218 detection 
pods and AGM-88 HARM missiles. The USN 
already has Growlers based in Japan, so 
the Japan Air Self-Defense Force (JASDF) 
presumably has some degree of familiarity 
with the platform.

Tokyo is also anxious about China’s 
continued military build-up, including ships 
and aircraft that routinely encroach upon 
the fringes of its territory.

Notably, Japan is eyeing new assets to 
improve its strike capability and its ability to 
respond to regional threats. For example, it 
will procure air-launched Joint Strike Missiles 
from Kongsberg. These 500km-range 
munitions can be carried by the F-35A.

The Department of Budget Management in 
the Philippines has released funds for three 
separate programmes encompassing 
communications to benefit the Armed 
Forces of the Philippines (AFP).

The army will receive 3,185 VHF 
handheld radios under a budget of PHP678 
million ($13.8 million). It will also acquire 
150 HF manpack radios of 20W output 
worth PHP223.5 million. These are being 
supplied by Harris Corporation using the US 
government’s FMS mechanism. The types 
are likely to be from the Falcon III family, 
which the AFP has previously ordered. First 
deliveries are expected later this year.

The third project funded by the Philippine 
government is for an unknown number of 
5W VHF handheld radios for the navy’s 
C4ISTAR programme. This batch is worth 
PHP300 million.

These three projects fall under the 
reprioritised list of the AFP’s Horizon 1 
modernisation programme that covered the 
2013-17 period. Originally, these purchases 
were listed under Horizon 2 (spanning the 
2018-22 timeframe), but the army 
re-ordered its priorities and decided it 
needed the radios more urgently.

Funding was made available when the 
government decided to defer its PHP6.5 
billion acquisition of a shore-based missile 
system that had been approved by former 
president Benigno Aquino.

In early January 2018, the AFP announced 
further funding of approximately PHP25 
billion for force modernisation in 2018. 
Among the big-ticket items are light attack 
helicopters, combat utility helicopters and 
firepower upgrades for M113 APCs.
By Gordon Arthur, Hong Kong

Photo: author

Tactical radios for the Philippines 

For more news, visit  
www.digital-battlespace.com

The country is also looking to mount Joint 
Air-to-Surface Standoff Missile Extended-
Range (1,000km) missiles on F-15J 
fighters. In addition, research is under way 
on an indigenous land attack cruise missile 
(which the MoD called a ‘high-velocity glide 
missile’) as well as a new anti-ship missile.

Although Japan previously stuck closely 
to a strictly defensive military posture since 
its defeat at the end of World War II, all of 
this now signals a blurring between a 
defensive and offensive approach.

The country is set to establish two Aegis 
Ashore installations to protect against 
North Korean ballistic missiles.

Japan’s FY2018 Defense Budget request 
was the largest ever at ¥5.19 trillion ($45.8 
billion), a 1.3% increase from 2017. It 
included funding for two E-2D Hawkeyes, 
part of a four-aircraft requirement to boost 
surveillance over its southwestern region.

The JASDF is improving the capability of 
its E-767 AWACS aircraft, by funding new 
central computing devices and installation 
of EW support equipment for one of the 
type. A total of ¥14.4 billion has also been 
allocated for the production of the first 
RQ-4B Global Hawk UAV.

Finally, Japan is researching 
electromagnetic pulse (EMP) shells, with 
the aim of producing a prototype that 
‘incapacitates the functions of sensors and 
information systems’. The MoD will also 
study EMP protection technology.
By Gordon Arthur, Hong Kong

Photo: US DoD
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Thales doubles down on cyber security
The proposed Thales/Gemalto merger 
announced at the end of December 2017 
has helped shine light on the grey area 
where defence contractors and what might 
be termed the ‘traditional’ information-
assurance world are beginning to overlap.

The deal will be worth a total of €5.6 
billion ($6.7 billion) in cash and debt, if 
approved by Gemalto’s shareholders, and 
the Franco-Dutch company’s name will 
become a brand under the wider Thales 
umbrella.

Cloud of confusion?
Beyond the financial implications, the 
announcement inadvertently highlighted 
how difficult it can often be to understand 
what goes on at the intersection of cyber 
defence and information assurance.

Some of this is down to terminology. 
Among those reporting on the deal, there 
was disagreement even on things as basic 
as what Gemalto actually does. Both 
Reuters and the Wall Street Journal 
described the company as a ‘chipmaker’ – 
a reference to the part of the business 
that makes integrated circuits used in 
so-called ‘smart’ payment cards using the 
EMV standard, and SIM cards for phones.

The joint press release put out by the 
two manufacturers chose to describe 
Gemalto as ‘the global leader in digital 
security’, stressing its expertise in 
biometrics, encryption and secure 
software. The description of the company 
as a ‘digital security solutions provider’ 
suggested a more obvious reason for why 
a multinational defence/security prime 
might have taken an interest.

Similarly, most coverage referred to 
Thales’ expertise in aerospace, defence 
and transportation, but there was scant 
mention in any of the reports about the 
French company’s dominance of the 
financial security market place. According 
to its website, Thales counts 19 of the 
world’s biggest 20 banks as customers  
for its cyber security offerings.

One of the biggest problems cyber security 
professionals have to contend with is that 
the challenge is big and all-encompassing, it 
is sometimes difficult to even see where the 
sector begins and ends.

This is a problem that the defence 
community has struggled to address.  
The position presently adopted by most 
major militaries – that cyber is a domain, 
like air, land, sea and space, with 
specialist operators and capabilities 
assigned to it – seems to make sense.

This may create different stovepipes  
to replace the ones the construct was 
designed, in part, to eliminate. The risk is 
that cyber operations, which affect every 
domain, will be seen as a specialist 
discipline, conducted separately and to  
be addressed only by trained personnel.

The uncomfortable truth, of course, is 
that cyber security is everyone’s problem:  
if an intruder gains access to a classified 
system because someone in a non-
security role has not received appropriate 
training, the system will be compromised 
regardless of how formidably trained and 
well-equipped the cyber division may be.

Constructive combinations
With access to government departments, 
defence primes are in an excellent position 
to win state-level cyber security contracts. 
Conversely, while experienced information 
assurance providers often have the talent 
and expertise to deliver the capability, they 
often lack the trust and the relationships 
at higher levels.

A merger can provide all parties with the 
desired outcome – the customer gets the 
best security solution via a trusted long-
term partner, while the companies win the 
business they need to thrive.

BAE Systems, Boeing, Lockheed Martin 
and Raytheon are four of the highest-
profile examples of defence primes that 
have increased capability and added 
clients in the cyber security market 
through acquisitions. In this sense, Thales 
is simply following established practice.

It is a further bonus for Thales that 
Gemalto sits at the nexus of financial 
services and security, dovetailing nicely 
with that banking security portfolio. The 
EMV chip work may be loss-making for 
Gemalto at present, but it was no surprise 
that Patrice Caine, Thales’s chairman and 
CEO, confirmed that the division would be 
retained.

Ultimately, the real significance of the 
proposed deal may not be that it is 
unprecedented or surprising, but that it 
confirms a logical and potentially widely 
beneficial trend.

Cyber vulnerabilities put not just 
individuals or businesses but entire 
countries at risk; yet the organs of the 
state have tended to appear uncertain 
about how best to achieve the security a 
nation requires, because so much of the 
cyber infrastructure is in private, rather 
than government, hands.

Awarding state-level cyber security 
contracts to defence primes will not make 
any difference if the products and services 
they provide are not up to the task. 
However, if governments are looking to the 
same companies that provide their military 
platforms and systems to secure their 
wider digital infrastructure, it suggests that 
an appropriate level of attention may be 
being paid to the problems our increasing 
reliance on digital technologies raises.

Thales will be better placed to win those 
contracts after this deal goes through, and 
its customers will get a better, broader, 
more extensive suite of digital security 
capabilities.

Perhaps the fact that this deal appears to 
make business sense is evidence that 
cyber security is at last being seen as 
neither a defence problem nor a private 
sector problem, but a nation-state problem, 
requiring nation-state-level solutions.
By Angus Batey, London

Thales counts 19 of the world’s biggest 20 
banks as customers for its cybersecurity 
offerings. (Image: Thales)
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Huge C4I strides have been 
made in the People’s 
Liberation Army, and while 
not without its challenges, 
the advent of a new 
Strategic Support Force,  
with all its attendant 
secrecy, will undoubtedly 
prove a thorn in the side  
of future US operations.  
By Gordon Arthur

T he People’s Liberation Army (PLA) 
has been undergoing serious 
restructuring under President  

Xi Jinping’s tutelage. One major 
transformation was the creation of  
the Strategic Support Force (SSF) on  
31 December 2015. 

Supporting the PLA’s ‘information 
umbrella’, the PLASSF is responsible for 
the space, cyber offence and defence, 
technical reconnaissance and EW 

domains. Upon its formation, Xi stated: 
‘The Strategic Support Force is a new-
type combat force to maintain national 
security and an important growth point 
for the PLA’s combat capabilities.’ 

Centralising many previously disparate 
PLA elements, the PLASSF is a force rather 
than a service. Gen Gao Jin, previously 
commandant of the Academy of Military 
Science, as well as a PLA Rocket Force 
(PLARF) member, is its commander. 

In a useful analysis of the PLASSF  
for The Jamestown Foundation, John 
Costello wrote: ‘The SSF has become a 
force optimised for combat in space, 
cyberspace and the electromagnetic 
domain that will enhance the PLA’s 
capability to fight and win future 
informatised wars.’

Building a mystery
The PLASSF remains rather shadowy, 
with scant information emerging when 

it was created. Personnel numbers and 
total constituent units are unknown. It 
is also unclear to whom it directly 
reports, though in peacetime it might 
be the Joint Staff Department (JSD) of 
the Central Military Commission (CMC). 
Units would be attached to theatre 
commands during wartime. The PLASSF 
is primarily staffed by the army, but a 
small number of air force and navy 
personnel also serve, possibly for 
liaison rather than operational roles.

The PLASSF is formed of pre-existing 
building blocks from the four former 
general departments, all rolled into a 
new umbrella organisation providing 
greater intelligence collection 
professionalism. ‘The reforms have thus 
far employed a “bricks not clay” 
approach to reorganisation, 
repurposing whole, existing institutions 
and reforming them into new 
organisations to align with new 
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with integrating space more closely into 
operations, the creation of the SSF 
signifies an important shift in the PLA’s 
prioritisation of space and portends an 
increased role for PLA space capabilities.’

The authors add: ‘We believe that  
the creation of the SSF was not intended 
to streamline all of China’s space 
enterprise under one command, but  
was instead intended to facilitate joint 
operations by providing operational 
commands with the information warfare 
infrastructure necessary to conduct 
informatised local wars.’

Indeed, the main function of the SSF-
SSD appears to be the launch and 
operation of satellites to provide C4ISR, 
such as space-based reconnaissance, 
communications and navigation. 
Consequently, the department controls  
four satellite/aerospace launch facilities 
(Jiuquan, Taiyuan, Wenchang and Xichang) 
and a variety of space telemetry, tracking 
and control facilities.

The SSF-SSD also took over some  
GSD units, including the Aerospace 
Reconnaissance Bureau and Satellite Main 
Station. Some space units not directly 
related to the creation of the PLASSF were 
also transferred, examples being R&D 
institutes like the China Nuclear Test 
Base/21st Experimental and Training Base, 
which also researches directed-energy 
weapons. Such a focus aligns with the 
PLASSF’s mission to be a ‘new-type force 
responsible for new-type capabilities’.

units needed to be placed under some 
other command. Thus, instead of bitter 
competition between services as to who 
gets what, a new organisation could simply 
absorb existing units and help retain 
officers in billets that might otherwise have 
disappeared in the reorganisation into five 
theatre commands.

Speaking on condition of anonymity, a 
US-based cyber-intelligence professional 
told DB: ‘We’re yet to see a designator 
change in related units. There are not a lot 
of troop movements but there are shifts at 
the general staff level. They’re putting poles 
in the ground for foundations and, in the 
next three years, they’ll probably close 
facilities and consolidate.’ Underscoring  
the challenges in better understanding the 
PLASSF, he noted that PLA operations 
security is ‘unbelievably better since 
[Edward] Snowden’, assessing that it is 
ahead of the US at the moment.

Deterrence division
Let us take a more detailed look at the 
PLASSF’s components, beginning with the 
SSF-SSD. Mentioned in China’s 2015 
Defence White Paper as a military domain, 
space is critical as the PLA enhances 
strategic deterrence and its ability to fight 
informatised local wars.

The RAND Corporation recently 
published a report entitled ‘The Creation 
of the PLA Strategic Support Force and Its 
Implications for Chinese Military Space 
Operations’. The report notes that ‘tasked 

paradigms, presumably with more minute 
changes to follow,’ said Costello.

Within the force, a Space Systems 
Department (SSF-SSD) and Network 
Systems Department (SSF-NSD) have been 
confirmed. It may also have an electronic/
electromagnetic systems department.

‘The force looks to be primarily designed 
around two operational imperatives. One is 
peacetime/wartime integration… Two, the 
SSF is intended to shift the PLA’s most 
strategic, informatised missions from a 
discipline-centric to domain-centric force 
structure,’ Costello observed.

Regarding the integration, the PLA’s 
ability to rapidly transition to a wartime 
footing is greatly enhanced because 
operational groups are now under domain-
centric verticals already optimised for 
warfighting. In the past, it would have 
required copious coordination across 
military regions and general departments 
to commence strategic operations. With 
just one dedicated organisation responsible 
for space and information warfare (IW) 
forces, capabilities can be better integrated 
into a joint structure.

In terms of Costello’s second point, 
space, cyber and EW units were once 
organised according to their specific 
speciality, but now they form a warfighting 
domain. Costello gave the example of 
cyber operations, where the Third 
Department (3PLA) of the former General 
Staff Department (GSD) conducted 
espionage, while the Fourth Department 
(4PLA) handled attack. Such missions are 
now integrated so that intelligence, 
defence and offence are dealt with in a 
single domain. ‘This new organisational 
construct is also intended to enable 
previously impossible levels of unified 
planning, force construction and 
operations,’ Costello concluded.

Before the creation of the PLASSF, IW 
skills reposed in the two aforementioned 
GSD departments, seven technical 
reconnaissance bureaux and three service 
technical reconnaissance bureaux (air 
force, navy and army). The latter take care 
of service-specific ELINT/COMINT, 
electronic attack, defence and support 
measures, and EW intelligence gathering.

This raises a third purpose for creating 
the PLASSF, a bureaucratic one. With the 
four general departments downgraded, key 

The PLA Air Force is rapidly improving its C4ISR and early warning capabilities with platforms such 
as this KJ-500 AEW aircraft boasting an active electronically scanned array radar. (Photo: author)
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RAND’s authors claim: ‘We found no 
evidence that units subordinated to the 
services have been handed over to the SSF or 
that units responsible for direct-ascent counter-
space missions, missile defence and mobile 
satellite launch have been subordinated to the 
SSF.’ Nor is the PLASSF responsible for the 
China Manned Space Agency.

Less certain is the overall counter-space 
operation, which Beijing is unlikely ever to 
acknowledge in any case. While the SSF-
SSD could be responsible for co-orbital 
missions of this kind, where weaponised 
satellites attack enemy satellites, other 
related operations (eg direct-ascent 
capabilities) have been retained by services 
like the PLARF. Some counter-space 
activities could fall under the PLASSF but 
not its SSD, examples being EW missions 
against enemy SATCOM, navigation signals 
and cyber operations against ground-based 
facilities.

China currently has 204 satellites in orbit, 
including over 75 for remote sensing (eg the 
Gaofen, Haiyang, Huanjing, Jilin, Tianhui and 
Yaogan families encompassing ELINT, EO, 
synthetic aperture radar, staring camera and 
stereoscopic imagers). By 2020, it will also 
have expanded its BeiDou navigation system 
into a global constellation of 35 satellites. In 
August 2016, China launched its first 
experimental quantum communications 
satellite – technology that will have future 
defence applications.

An incidental question is whether the 
PLA will establish a space force. The RAND 
report opines: ‘China’s post-reform space 

enterprise appears to do little to 
ameliorate the fragmented nature of the 
space programme. In fact, the PLA could 
have enacted a more drastic set of 
organisational reforms, such as 
establishing an executive agent for 
space… or giving the entire space mission 
to a particular service.’ For now, the PLA 
seems to think the creation of such an 
overarching force premature.

Cyber warfare
The 2015 White Paper identified 
cyberspace as one of four ‘critical security 
domains’ alongside far seas, space and 
nuclear. The PLA’s 2013 ‘Science of Military 
Strategy’ states that ‘local war under 
informatised conditions is system-versus-
system warfare’ and that ‘in the future, no 
matter whether we will face an enemy with 
superior equipment or an enemy with 
inferior equipment, we will always need to 
focus on paralysing enemy warfighting 
systems and emphasise striking at 
systems, striking at vital sites and striking 
at nodes, with the most universal and 
practical method of doing so being 
asymmetrical operations’.

The Pentagon’s latest annual report  
on China adds: ‘PLA writings distinguish 
between peacetime and wartime cyber 
operations. In peacetime, PLA cyber 
missions include defending 
electromagnetic space and cyberspace 
because of China’s increasing reliance on 
the information economy. During wartime, 
cyber capabilities can help the PLA 

understand the enemy’s trend, help troops 
plan combat operations and ensure victory 
on the battlefield.’

Cyber forces fall under the SSF-NSD,  
with the former 3PLA at its core. Costello 
commented: ‘The 3PLA is the Chinese 
military’s premiere cyber espionage 
organisation, and their pre-eminence in this 
domain makes them a natural fit as the 
primary “tent pole” for the SSF’s cyber 
force.’ Additionally, the SSF-NSD can jam 
SATCOM and GPS, and conduct computer 
network operations (CNO) against space 
facilities and satellites.

Other allied units are the previous GSD’s 
56th and 58th Research Institutes, while 
former technical reconnaissance bureaux 
are also believed to have been transferred 
to the SSF-NSD. ‘These moves are reliable 
indicators not only that the core functions 
of the 3PLA have moved, including its 
administrative responsibilities, but also that 
the NSD itself may be synonymous with the 
3PLA, essentially acting as a renamed, 
reorganised version of the former 
department,’ Costello assessed.

As well as cyber warfare, the 3PLA is 
responsible for SIGINT/COMINT. Costello 
reflected: ‘If the NSD is solely focused on 
cyber warfare, as its name implies, then the 
traditional SIGINT mission of the nationwide 
network of technical reconnaissance 
bureaux would need to find a new home. 
This is a substantial portion of the 3PLA’s 
personnel, facilities and organisational 
mass. Currently, it is unclear if the CMC will 
split this operation away from the 3PLA but, 
given the trajectory of the reforms, this 
seems likely.’

If they have not already, the computer 
network attack (CNA) capability of the 4PLA 
and computer network defence mission of 
the former GSD Informatisation Department 
should also move to the SSF-NSD.

Within the next decade, China plans to 
have set up a handful of world-class cyber-
security schools within universities to train 
a new breed of cyber warriors, offering 
obvious advantages for the PLA. The first 
batch of state-sponsored pilot programmes 
was approved in September, one recipient 
of which was the Strategic Support Force 
Information Engineering University. 
Graduates will complete a three-year 
degree and those with greatest promise will 
be fast-tracked to the PLASSF.
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These Dongfeng EQ2050E 4x4s of the PLA ground forces seen at a parade in Beijing are obviously 
configured for EW missions. (Photo: author)
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Force multiplier
The PLASSF’s most mysterious section  
is EW. Previously the 4PLA (the Electronic 
Countermeasure and Radar Department) was 
responsible for strategic and national EW,  
and offensively and defensively jamming 
communications, radar and GPS, and this 
whole department could have moved across 
to the PLASSF. China can employ such effects 
from the land, sea and air, including UAVs.

‘Speculatively, the SSF may create an 
equivalent electronic or electromagnetic 
systems department, analogous to the SSD 
and NSD, to oversee a force to fight in the 
electromagnetic domain,’ Costello said. If 
so, the traditional SIGINT mission of the 
3PLA could also have ended up here.

The Pentagon report states: ‘The PLA 
sees EW as an important force multiplier, 
and would likely employ it in support of all 
combat arms and services during a conflict. 
The PLA’s EW units have conducted 
jamming and anti-jamming operations, 
testing the military’s understanding of EW 

weapons, equipment and performance. 
This helped improve the military’s 
confidence in conducting force-on-force, 
real-equipment confrontation operations in 
simulated EW environments.’

China could have merged cyber and EW 
into a single integrated discipline, with one 
side focusing on data and the other on 
electronic equipment. Indeed, those  
units tasked with EW are believed to be 
undertaking CNO. Such coordinated 
capabilities could conduct more holistic 
attacks against enemy command 
networks. Incidentally, it is inevitable that 
China will use reclaimed islets in the South 
China Sea for EW purposes as it extends 
its defensive perimeter.

According to Costello, the Information 
Communications Bureau of the JSD did 
not initially transfer to the PLASSF. Thus, 
the PLA’s highest-echelon organisation 
responsible for C2, the Information 
Support Base (JSD-ISB), remains under 
the JSD. The highly centralised CMC may 

have retained force-wide information 
support units because it fears losing 
control over information.

Costello continued: ‘At this point, it 
remains unclear whether and to what 
extent the SSF will incorporate an 
informatisation or information support 
mission. Some informatisation units are 
confirmed to have moved to the SSF, but 
these could be the exception rather than 
the rule.’ This suggests a bifurcation of 
operations, where the JSD-ISB looks after 
information assurance (ie ensuring C2 
system integrity and functionality)  
while the PLASSF pursues ISR and 
information support.

China’s capability
The most interesting yet challenging 
aspect is assessing the PLASSF’s 
warfighting ability. China joined the party 
late in terms of network-centric and IW 
capabilities, so it is seeking to catch up 
with, and surpass, the US.
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Technological areas that China is 
researching are: directed energy; AI; 
hypersonic weapons; and quantum 
technologies (eg communications, radar, 
navigation and sensing). The PLASSF is also 
focusing on civil-military integration to 
leverage innovations, including research into 
hardware device hacking and GPS spoofing/
mimicking. We may also expect a build-up in 
China’s remote sensing capabilities.

China is copying the Russian route of 
building IW capabilities, according to Dr 
David Stupples, professor of electronic 
and radio systems and director of EW 
systems research at the University of 
London. ‘They’re taking this very seriously 
indeed. It’s aimed specifically at Asia-
Pacific but they’re putting in more global 
assets,’ he warned. This is reflected in 
the fact that an estimated 200,000 
Chinese personnel (civilian and military) 
are engaged in IW, consuming an annual 
budget of $10-15 billion.

Stupples reported: ‘The dominant 
strategy of the PLA is to coordinate the use 
of CNO, computer network exploitation 
(CNE), EW and kinetic strikes designed to 
neutralise/degrade an enemy’s C4ISR 
systems, thus creating blind spots that 
could be exploited.’

The professor highlighted five major 
threads to China’s IW strategy. One is 
industrial espionage to acquire hi-tech 
intellectual property rights to boost 
indigenous industry. He pointed out that 

the use of malware to penetrate others’ 
industrial systems is widespread. A second 
thread is intense technical intelligence 
reconnaissance to understand the 
capabilities of others’ electronic systems, 
particularly in Asia-Pacific.

Thirdly, reconnaissance malware 
penetrates critical infrastructure to identify 
weaknesses in preparation for conflicts. 
After that, China enhances capability by 
fully integrating CNE and CNA. Finally, it 
ties all these threads together with an IW 
strategy to achieve information dominance 
in a major conflict.

Stupples said China’s ELINT satellites 
are not yet on par with US equivalents but 
they are catching up. The thing to watch, 
he highlighted, was the army’s rapid 
increase in ELINT assets as part of ‘a 
major thrust’.

He assessed: ‘Certainly, China’s EW 
capability is improving in strides, but the 
technology employed within the EW assets 
is not as modern as it appears and could 
be ten years or more out of date, although 
intensive industrial espionage is being 
employed to catch up.’ 

Stupples said China does not have the 
worldwide reach of Russia, but that will 
change going forward. He added: ‘China’s 
CNE/CNA/CNO capability is good and 
could be approaching parity with the US, 
but it has some way to go to reach parity 
with Russia.’ While its EM and cyber 
SIGINT capabilities are improving, they ‘lag 

considerably behind the Five Eyes Alliance 
(Australia, Canada, New Zealand, the UK 
and the US) and Russia’.

Much has been written about China’s 
use of ‘black-hatters’, but Stupples 
believes the PLA is not employing 
hacktivists. While the government is 
reluctant to engage such people, it has 
been willing to establish relationships and 
obtain their hacking tools.

China has an advantage in terms of 
secrecy too. As a large country, it can keep 
some ELINT emissions secret as they are 
disseminated deep in the interior. By 
contrast, the US emits signatures all over the 
world, allowing adversaries to analyse them.

Addressing challenges
Although the PLA is introducing new 
equipment and modernising, challenges  
in C4ISR undermine joint operations, 
something that requires efficient  
cross-service information sharing and 
intelligence fusion. As a traditionally stove-
piped organisation, the PLA thus suffers 
from an incoherent, uncoordinated and 
sometimes duplicated approach when 
integrating various capabilities.

When asked to compare China and the 
US, the US cyber expert responded to DB: 
‘It’s like comparing apples and oranges. 
The US tends to be very targeted – there’s 
not much splatter. They’re self-controlled 
and there’s a lot of oversight. The US has 
significant technical capabilities for 
hardware and supply chain attacks. 
However, the PLA doesn’t have so much 
capability in this way. The US has levels of 
sophistication that outweigh China.’

He added that China ‘grabs everything, 
including intellectual property and 
financial data. They steal everything they 
can and they have a system to digest that 
for the government, Communist Party and 
military. They have armies of people to 
digest it all. Their capabilities are very 
good, as are their defences, but the US 
still leads in tailored access operations.’

Nevertheless, the PLASSF is becoming 
more professional and deadly. ‘They’ve 
cleared house and advanced quickly, and 
there’s no moonlighting allowed by troops 
now.’ After being fingered for some high-
profile cyber attacks in the US, China did 
not desist from such operations but it did 
pause and retarget its efforts.

The PLA operates a range of intelligence-gathering facilities around China. This secretive ELINT/
SIGINT facility with geodesic dome is located atop the tallest mountain in Hong Kong.  
(Photo: author)
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The cyber expert said China could 
‘cripple logistics and finance’ in the US, 
maybe even the Pacific Fleet’s logistics so 
as to impact its warfighting capabilities. 
Nonetheless, he said the US military 
‘would be relatively immune’ from Chinese 
cyber attacks.

How then does China rate against Asia-
Pacific peers? The American source said: 
‘Regional countries are completely 
overmatched by China. For the foreseeable 
future, certainly in the next five years, 
China will have the upper hand against 
Taiwan, Japan, South Korea, Southeast 
Asia and India. These have defences that 
are like cheesecloth.’

In the face of such an overmatch by the 
PLA, the cyber expert said militaries need 
to disconnect from the traditional internet 
and go proprietary with end-to-end 
encryption. Militaries also need the 
capability to return to high-frequency 
radios when networks degrade, and 
services need to be able to fall back on 

dead reckoning and celestial navigation 
instead of relying solely on GPS.

Future steps
Costello concluded that the CMC had 
initially focused on broad strokes to effect 
change in larger PLA organisations like 
the PLASSF in ‘above-the-neck’ reforms. 
This minimises their disruptiveness and 
helps generate buy-in from leadership on 
future cuts, though ‘some incongruences 
remain at lower levels’. 

Additionally, the PLA needs to establish 
principles to guide IW in both peacetime 
and wartime, as well as create promotion 
pathways for information warfighters into 
theatre commands.

Costello said: ‘To fully follow through  
on the conceptual framework employed 
for the SSF, deeper, more painful cuts  
will need to happen. The PLA is now 
embarking on “below-the-neck” reforms, 
likely to be implemented over the 
remaining three-year period… This 

process will presumably entail 
undertaking deeper, more difficult 
changes than previous changes have 
presaged. For the SSF, this will be the  
test to see whether the PLA can fully 
implement the concepts and guiding 
paradigms that will enable better 
warfighting, or institutional barriers and 
vested interests will win the day.’

RAND concluded that the PLASSF is a 
work in progress. ‘The significance of  
the SSF’s establishment should not be 
underestimated, however. The pathway 
provided by the SSF to further develop the 
PLA’s information warfare forces, including 
its space forces, opens the door for these 
capabilities to be further integrated into 
PLA warfighting through the development of 
both doctrine and personnel.’

There is no doubting that the PLA’s  
IW and space warfare capacities are 
significantly advancing, and in such a way 
that will critically affect US military 
operations of the future. ■
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With technological evolution creating both a 
heightened risk of airborne threats and a diversity 
of ways of addressing these dangers, militaries 
globally are determined to select the best systems 
in order to take the menace of missiles to task.  
By Grant Turnbull 

A ir and missile defence is one of the most challenging and 
complex tasks that a military can undertake. The difficulty is 
growing as airborne threats from state and non-state actors 

become faster, stealthier and increasingly deadly. The potential for 
friendly fire incidents also remains. To address these challenges,  
armed forces worldwide are looking at how they can improve overall 
networking capabilities to get the most out of their sensors, shooters 
and soldiers in a more contested and complex environment.

Defending the skies from enemy air attacks – whether by UAVs, 
ballistic missiles or various manned aircraft – involves a wide variety 
of technology from sophisticated radar sensors that detect and track 
an incoming target to potent interceptors that complete the kill chain 
and eliminate the threat. Those tasked with air and missile 
defence are often responsible for hundreds of lives, including 
those of civilians, and so must ensure they detect, correctly 
classify and engage a threat as rapidly as possible to avoid 
mass casualties.

Patriot problems
However, these stressing targets can place extreme pressures 
on systems as well as on air defence personnel, 

especially if the latter have a limited or 
ambiguous air picture. Conflicts over the last 
two decades have shown that both 
technology and crews can misidentify targets, 
leading to fratricide and even the shooting 
down of civilian airliners in the case of MH17 
over eastern Ukraine. During the invasion of 
Iraq in 2003, there were several friendly fire 
incidents involving Patriot missile batteries, 
the US Army’s premier air defence system.

Dozens of these systems – consisting 
of radars, launchers and command 
centres – were deployed during the 
invasion, providing an air shield for 
advancing forces. Despite its valued role 
defending massed troops from theatre 
ballistic missiles in Iraq, it was involved 
in two fatal surface-to-air (SAM) 

engagements involving both US and 
UK fighter aircraft on bombing sorties. 

Those blue-on-blue incidents, as 
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A question  
of interception

Manufacturers such as MBDA are 
looking at how they can network a 
range of their systems for increased 
capability in the air defence space. 
(Photo: MBDA)
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weapon components so they can be 
network-enabled and hook in to the IFCN. 
This capability is expedited by government-
owned, non-proprietary interfaces and an 
open architecture that utilises common 
messaging protocols such as the Data 
Distribution System.

Revolutionary measures
Speaking to lawmakers in June, 
programme executive officer for PEO 
Missiles and Space, Barry Pike, said that 
IBCS remains the US Army’s number one 
missile development priority. ‘The IBCS 
will facilitate affordable, competitive 
modernisation at the AMD component  
level through standardised government-
controlled interfaces to the Integrated 
Fire Control Network.

‘The IBCS will be fielded to all echelons  
of army AMD battlefield forces to defend 
against: close- to medium-range ballistic 
missiles; cruise missiles; manned and 
unmanned aircraft; air-to-ground missiles; 
and rockets, artillery and mortars,’ he added.

According to PEO Missiles and Space, the 
benefits of the IAMD include: a significant 
improvement in combat identification (vis-à-
vis fratricide reduction); defence of a larger 
area against a full spectrum of threats; 
more responsive engagement in complex 
operational scenarios with advanced 
engagement techniques; greater situational 
awareness and understanding of the 
airspace through a composite and 
distributed air picture; flexibility in the 

mission command components of all air 
defence systems – including Patriot – share 
the same interfaces and connect into a 
common C2 network. This interdependency, 
according to the service, will provide ‘total 
operational capabilities not achievable by 
the individual elements’.

The US Army’s overarching modernisation 
programme for its air defence enterprise is 
Integrated Air and Missile Defense (IAMD), 
which is run by the US Army’s Program 
Executive Office Missiles and Space. This 
aims to resolve the deficiencies discovered in 
past conflicts, including increased chances of 
fratricide as a result of an ambiguous air 
picture and critical decisions being made by 
lower-level soldiers with inadequate 
information. It also aims to significantly 
update the army’s existing ‘antiquated’ and 
stovepiped mission command system, which 
limits sensor and shooter choices, resulting in 
threats often being missed.

The foundation for this modernisation is 
the IAMD Battle Command System (IBCS), 
with the prime contractor for this being 
Northrop Grumman. Along with IBCS 
software, IAMD will also include an 
Engagement Operations Center, which is  
a mission command centre that provides 
command, staff and engagement functions. 
An ‘organic communications infrastructure’ 
known as the Integrated Fire Control 
Network (IFCN), allows fire control 
connectivity and distributed operations. 

There are also common ‘plug-and-fight’ 
interface kits that adapt sensor and 

well as several instances of being ‘lit  
up’ by unknown Patriot radars, had a 
destructive effect on the air force’s trust  
of the missile batteries. At one point, an 
F-16 unknowingly destroyed a Patriot radar 
with an anti-radiation missile owing to 
miscommunication and a lack of signature 
in its radar warning threat library.

In his comprehensive analysis of the  
role of air power in the Iraq War, Benjamin 
Lambeth wrote in The Unseen War that 
‘many allied pilots believed that the Patriot 
posed a greater threat to them than did any 
SAM in Iraq’s inventory. 

‘Among the main problems associated 
with Patriot batteries was their failure to 
remain linked into the overall air picture as 
they moved forward along with the ground 
forces’ advance,’ he stated. This was 
attributed to many Patriot crews setting up 
and going operational before linking back 
into the air picture and at times not even 
notifying the main centre responsible for  
all air assets throughout the theatre of 
operations, known as the Command Air 
Operations Center.

This ‘contributed to the fratricide 
potential, in that disconnected but 
operating Patriots could not use the 
common air picture to help identify radar 
targets as friendlies’, Lambeth explained.

With these operational lessons in mind, 
the US Army has used the years since the 
Iraq War to develop a technology roadmap 
that follows a ‘system-of-systems’ acquisition 
approach, whereby sensors, shooters and 

A visual representation of 
MBDA’s new Network-Centric 
Engagement Solutions, which 
brings together various assets 
using common C2 software and 
secure interfaces to expand and 
increase the quality of the air 
picture. (Image: MBDA)
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selection of effectors (meaning a more 
efficient and effective use of high-cost 
missiles); and an architecture that supports 
no ‘single point of failure’.

Underpinning and enabling most of 
these improved capabilities is IBCS, and, 
once in place, the army will go from its 
current nine configurations of AMD Ops 
Centers to just one.

‘IBCS is a revolutionary way of 
approaching battle management and 
command and control by providing one 
common C2,’ said Rob Jassey, a Northrop 
Grumman executive specialising in the 
programme. ‘You are now elevating the 
command and control aspect to the top of 
the pyramid, and weapons and sensors 
are commodities underneath that. So, the 
warfighter can spend his entire career  
in the same command and control 
environment. It might be organised 
differently, but the technology that he 
actually uses will be the same so he can 
become an expert at it.’

Speaking to DB, Jassey compared the 
principles behind IAMD and IBCS to 
modern consumer electronics, whereby 
users can now buy various devices such 
as mobile phones or printers, which  
they plug in to a personal computer 
through a common interface such as 
USB, sometimes with the addition of a 
software upgrade. For IAMD, the OEMs  
of the sensors and effectors will be 
responsible for ensuring that their 
equipment has a compatible ‘A-Kit’ 
interface that can then plug directly into 
the enterprise, the latter known as the 
‘B-Kit’. This provides the ‘plug-and-fight’ 
capability that the US Army desires.

Jassey explained: ‘We are not just using 
individual sensors to support our decision 
processes, situational understanding or even 
engagements. We are using sensors that 
have been combined into one single 
integrated air picture. This allows us to utilise 
the full kinematic capabilities of all of our 
weapons in a manner that is consistent with 
whatever the best weapon is for the threat 
that we are addressing.’

This high-quality integrated air picture 
will reduce the number of restrictive rules 
of engagement that are currently in place, 
mainly as a result of ambiguity and past 
blue-on-blue incidents. ‘I can use sensors 
that I have never been able to use before 

to provide engagement-quality data, [so]  
I can extend the detection envelope  
to the kinetic capabilities of the various 
weapons that I have connected to the 
network,’ said Jassey.

This will also mean that future, more 
advanced sensors and weapon systems will 
be able to ‘plug in’ directly to the network, 
rather than being siloed systems with their 
own C2 architecture. An example of this is 
the army’s plan to replace the legacy Patriot 
MPQ-65 radar as part of a programme 

known as Lower Tier Air & Missile Defense 
Sensor (LTAMDS).

This new ‘net-centric’ radar solution should, 
it is hoped, seamlessly slot into the IAMD 
architecture, without requiring a replacement 
of the entire Patriot system. That, of course, 
brings down the cost associated with the 
acquisition of a full system, and with at least 
three contractors – Raytheon, Northrop 
Grumman and Lockheed Martin – all vying for 
the contract, it should also bring down cost 
further as part of the competitive process. 

European missile house MBDA recently unveiled its own concept for networking air 
defence systems, known as Network-Centric Engagement Solutions (NECS). MBDA 
lifted the lid on this project at the 2017 Paris Air Show and disclosed that it was 
working with an unnamed customer to deliver a networked solution. 

MBDA currently manufactures a number of land- and naval-based air defence 
systems including: Aster, which equips several platforms including the land-based 
SAMP/T; Aspide 2000; the Common Anti-air Modular Missile; and the Medium 
Extended Air Defence System in partnership with Lockheed Martin.

NECS can network and bring together different radar/sensor systems and 
mission command centres as well as interceptors, including very short-, short- 
and medium-range firing units, using real-time data exchange protocols. This 
means that air defence teams are not just relying on their own organic radar and 
C2 systems, thereby increasing flexibility and reducing engagement times for a 
range of missions. 

This can be for small-scale tactical operations and scaled all the way up to 
national territorial defence, with compiled data fed into an air operations centre. 
NECS can also determine whether the track quality from a sensor system is 
compatible with the effector that will be used for intercepting. This is primarily 
enabled through the development of a new common C2 software with advanced 
algorithms and secured interfaces for the effectors through the network. 

According to Franck Seuzaret, head of battlefield and air defence systems at 
MBDA, NECS has required modification work for the undisclosed customer, but it 
now allows air defence assets to be plugged directly into the network, boosting 
flexibility, without any interruption to the overall mission. 

‘In the past, if you were to plug in an additional launcher, you had to switch off the 
system and restart. This would have taken minutes or hours,’ Seuzaret explained to 
DB. ‘Today you can plug the launchers on the system and it takes a few seconds for 
the network to recognise them, for the C2 to see that the launcher is now on the 
network and it can take control of it. Given this principle, you can plug in, according 
to the alert or threat, different types of launchers.’

As well as boosting coverage, this also enhances resilience of an air defence 
network, so if one asset is taken offline, another can step in in its place to provide 
engagement capabilities and ensure targets do not slip through the net. ‘If [one 
control centre] fails for any reason, another can take over its launcher and mission 
with no interruption,’ said Seuzaret. 

The current NECS being delivered is networking MBDA launchers, although 
Seuzaret said the company was assessing the integration of systems from other 
suppliers on a case-by-case basis.

MBDA goes network-centric
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Architectural foundations
In future, the regional IBCS could integrate 
into the C2 architectures of other services 
and also into the strategic-level Command, 
Control, Battle Management and 
Communication (C2BMC) system, developed 
by prime contractor Lockheed Martin for the 
US Missile Defense Agency. 

C2BMC is similar in principle to IBCS in that 
it links together a number of widely deployed 
sensors and effectors in various domains, 
including Aegis-equipped combat ships, 

The US Army recently awarded technology 
maturation contracts for LTAMDS, which will 
eventually lead to preliminary designs and 
full-scale prototypes.

Testing, testing
Last year saw IBCS go through two user trials 
using US Army soldiers, known as soldier 
checkout events (SCOEs). The first phase 
SCOE took place in August, while the second 
phase was a live-air exercise carried out over 
three weeks in October at Yuma Proving 
Ground in Arizona. The recent SCOE proved 
that IBCS could maintain tracks  
on objects, even when individual sensors 
were unavailable or if they were subject to 
electronic attacks. The trials have been 
particularly useful in terms of fixing teething 
issues found during limited user tests (LUTs) 
in 2016.

The LUT involved three stages: a flight test 
phase; a sustained operations phase; and a 
hardware-in-the-loop phase. Despite soldiers 
destroying a ballistic missile and cruise missile 
in ‘an almost simultaneous engagement’, the 
overall results were deemed at the time to be 
unsatisfactory due to software issues and 
immaturity. Since then, the army has taken 
delivery of two new builds of IBCS software 
‘that have shown a marked improvement over 
what was tested’, according to Pike, speaking 
to Congress in June.  

Jassey confirmed to DB that the issues 
found during the LUT have now been fixed, 
with some being addressed just days after 
the trials. ‘We are very happy with it, and once 
a couple of things were fixed, it opened up the 
aperture of a lot of capability that they could 
not see,’ he explained. ‘[It] showed the 
importance of having these integration 
periods with soldiers prior to operational test 
events like that… It was a huge learning event 
and these series of SCOEs have been the 
result of learning from that.’

The current schedule for IAMD will see 
initial operational test and evaluation take 
place in 2020, with initial operational 
capability (IOC) planned for 2022. IBCS will 
also underpin the army’s Integrated Fire 
Protection Capability, which uses a multi-
mission launcher. It is planned that the latter 
will have an IOC a year before IAMD. If all goes 
accordingly, Poland will also field IBCS in the 
early 2020s along with the Patriot system as 
part of a US FMS contract, with a response to 
a formal letter of request now being drafted. 

space-based assets and land-based Terminal 
High Altitude Air Defense systems. The data 
from these disparate systems feeds across  
a common C2 network for combatant 
commanders to make decisions pertaining  
to ballistic missile defence. Like IBCS, the 
purpose behind C2BMC is to ‘expand the 
battlespace’ by enabling interceptors such as 
the ship-launched SM-3 to utilise multiple 
sensors and not just a vessel’s organic radar.

‘Let’s say there’s another sensor out there 
that’s looking in a different area because 
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it’s placed somewhere else. If you can get 
the data off that second sensor and get it 
to that interceptor, all of a sudden you can 
defend a greater area with one interceptor 
because it’s got multiple sensors that  
are now feeding it data,’ said James 
Hammond, director of C4ISR missile 
defence systems at Lockheed Martin. ‘It’s 
called engage on remote and it is allowing 
the systems to be networked together in a 
way that allows the interceptor to defend a 
greater area.’

The C2BMC architecture also has 
system redundancy built in to protect 
against one node in the network going 
down, whether though mechanical faults, 
maintenance or enemy action. ‘The system 
is architected so even if one of the major 
command and control nodes was taken 
offline, the rest of the system continues  
to operate and covers for the node that’s 
offline,’ said Hammond, adding that this 
also has benefits when it comes to testing 
systems and training operators.

Networking air defence assets and 
reducing the amount of stovepiped 
systems provides a significant capability 
upgrade for militaries, especially in terms 
of increasing coverage and reducing the 
burden on troops through a higher quality 
integrated air picture. Challenges remain, 

however, especially when it comes to 
addressing threats from both symmetric 
and asymmetric aggressors. That now also 
extends to the cyber domain, where  
open-architecture networks could be 
challenged and brought offline through 
state-sponsored attacks. ■
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Underpinning the army’s air defence networking modernisation is the IBCS, developed by Northrop 
Grumman, which will provide greater situational awareness and more responsive engagements in 
complex air defence scenarios. (Photo: Northrop Grumman)
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P rotecting a nation’s air space 
through vigilance is one of the 
objectives of all air forces. 

Arguably, it is why Pakistan and India have 
not been to war since 1971. There have 
been close calls; India threatened  
to strike in the wake of 9/11 and 
again after the Mumbai attacks in 
2008. However, the Pakistan Air 
Force (PAF) knew exactly were the 
threats were coming from and nothing 
materialised because its air defences 
watched its foe’s every move.

The PAF’s Air Defence Command (ADC) 
HQ at Chaklala in Islamabad is tasked with 
defending Pakistan’s vast air space. Under 
Project Vision, initiated in 2000, the  
service has built its own indigenous C4I 
architecture that is coupled with potent 
surveillance systems and a lethal surface-
to-air weapon network.

With limited funds but a need to work 
with a variety of hardware purchased 
from all over the world, the PAF has built 
its own integrated air defence system 
(IADS). Reliance on the West has been 
minimised, partly due to the threat of 
sanctions and partly due to cost. In 2010, 
ten years after the work started, the 
indigenously developed C2 centres were 

working as part of the network designed 
to manage all sectors of the nation’s 
airspace, taking in feeds from military 
and civil systems to ensure ADC is aware 
of everything in the air.

‘We manage it or supervise it, but we 
leave our four sectors to manage their 

own areas,’ an ADC commander 
told DB.

The 
modern 

battle area includes the use of: EW and 
airborne early warning (AEW) aircraft; 
fighter jets standing on air defence alert 
(ADA); and UAVs. The latter are under the 
control of another command and their 
data is transmitted directly to ADC HQ. 

The interception of surface-to-surface 
ballistic missiles/cruise missiles and 
UAVs is the next step in this ever-evolving 
ADC. As one senior officer told DB: ‘We 
maintain around-the-clock surveillance of 
airspace, including territorial waters, 
through the highest state of operational 
readiness. The close integration of assets 

ensures an effective air 
defence of our airspace to 

deter the enemy from 
attacking.’
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Limited budgets and an often-fraught relationship 
with the West, including sanctions, have seen the 

Pakistan Air Force buy a range of foreign equipment  
as well as developing indigenous solutions to defend  

its skies and borders. DB visited the country to assess  
the air force’s locally developed air C2 networks  

and other capabilities. By Alan Warnes

The sky  
is the limit

COUNTRY FOCUS: PAKISTAN

The PAF acquired the Spada 2000 
Plus system, which was integrated 
into its air defence network in 
2010. An Aspide missile is seen 
here leaving one of the three 
launchers. (Photo: PAF)
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In August 2012, three of the Erieyes were 
badly damaged by shrapnel in an RPG 
strike during an attack by militants on the 
PAF base at Minhas. Two were repaired at 
Pakistan Aeronautical Complex Kamra and 
the third was declared a write-off.

Ground-based air defence radars cannot 
cover the sea. Nor can they always cover 
the land. Pakistan’s varied terrain – sea, 
desert, glaciers and high peaks (it has eight 
of the 12 highest peaks in world) meant 
that monitoring these areas was ‘patchy’ 
until the AEW aircraft arrived in the late 
2000s. ‘The AEWs provide low-level 
coverage, looking into mountain valleys and 
across the horizon over sea. There are no 
more shadows for us,’ said one mission 
control centre (MIC) commander.

With the mobility of AEW assets and their 
powerful airborne radars, all the areas can 
be ‘lit up’, allowing both ground and air 
surveillance. Flying high means there are 
no line-of-sight issues. They do not suffer 
the same limitations as ground sensors and 
can extend coverage over mountains and 

The Saab 2000-based Erieye systems 
were acquired from Saab in 2010, while 
first deliveries of the Chinese-built ZDK-03 
Karakorum Eagle commenced in 2011. 
The latter is a Shaanxi Y-8G modified by 
China Electronics Technology (Group) 
Corporation (CETC) with a revolving active 
electronically scanned array (AESA) radar 
on top. Both aircraft fly with air defence 
operators on board.

There are differing areas of interest, which 
led to the different solutions. The systems 
can downlink their aerial intelligence to  
the ground, completing the recognised air 
picture (RAP), which means the merging of 
Swedish and Chinese technologies. 

The Karakorum Eagle radar rotates and 
tracks areas under its responsibility, while 
the Erieye uses its sideways-looking 
airborne array to fly race course patterns up 
and down the country’s borders. The pair 
can provide aerial pictures over land and 
sea, with the ZDK-03 used generally for  
the latter, alongside long-range Lockheed 
Martin radars procured in 2008. 

Warning signals
US sanctions meant the PAF was unable to 
acquire an AEW aircraft until 2004. Having 
reviewed various systems, in 2005 it 
considered the Saab Surveillance System 
(SSS) as meeting its operational and 
technical requirements. The initial deal 
included four Erieye radars, which were 
delivered in 2010-11 to be followed by 
three more within two years. The contract 
for the latter finally materialised in 2016, 
with deliveries starting in early 2018.

According to the PAF, the non-rotating 
radar technology is very different from the 
E-2 Hawkeye and E-3 Airborne Warning  
and Control System roto-dome because  
it permits better target definition and 
tracking, while the Erieye’s phased array is 
highly resistant to ECM interference. The 
SSS also offers a unique fusion technique 
that continuously cross-relates data 
generated by radar, Identification Friend or 
Foe and electronic surveillance measures. 

The AEW aircraft provided the PAF with a 
new capability it had always longed for. 

The TPS-43G radar antenna works in high altitudes. 
It often picks up flocks of birds migrating at around 
20,000ft, though operators are experienced enough to 
realise they are not a threat. (Photo: author)
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sea. ‘In hilly areas, there are gaps with 
ground sensors, but the AEWs can detect 
them. This reduces the reliance on ground 
radars,’ an officer from the Air Defence 
Operational Centre said.

The PAF’s strategy is built around 
defensive counter-air operations and 
offensive support guiding the strike 
fighters, but offensive aircraft are an option 
when under an attack. If aircraft are not 
recognised they will be intercepted.

Three-tier system
Fusing different sensors into one RAP is 
difficult, but PAF engineers have worked on 
a solution that detects and recognises all 
movement in the different sectors, creating 
a full composite picture. There are several 
Generic Mission Control Centres (GMCCs) 
feeding data into the four sectors through 
their assets. 

These include three different types  
of radar: for high levels, the Lockheed 
Martin AN/TPS-77, Westinghouse TPS-
43G and Chinese YLC-2; for medium 
levels, the YLC-6; and for low levels the 
MPDR 45, 60 and 90. The AEW fleet 
covers up to the horizon, the mountains 
and open sea. All the different radars 
feed their information into the composite 
picture, indicating some 20 radar/
systems going into the GMCCs. 

Aircraft which are sitting armed on ADA 
are committed to intercept perceived 
airborne threats quickly. The scramble 

notice will come from one of the four 
sector HQs. Some fighters with shorter-
range radars rely on ground control 
intercept to guide them to target. These 
have to have the knowledge and 
characteristics of both their own aircraft 
and the foe’s. They control the aircraft into 
the unknown. As a deterrent, there are 
also three types of surface-to-air missiles 
– the MBDA Spada 2000, Mistral and the 
shoulder-launched indigenous-built Anzac. 

‘Our job is all about vigilance and 
detection,’ said an MCC commander. ‘During 
special times, like Juma’h prayers, we 
increase our vigilance because we know our 
enemy might think we are vulnerable then. 
Keeping such a high level of surveillance  
can be difficult and, to avoid complacency, 
commanders are changed frequently. 

‘In peace, both sides look at each other. 
We fly close to the border looking across  
at them while they look across at us. 
However, during tensions we are much 
more careful because if a pilot should 
stray too close, or even over the border, 
the situation could escalate.’

One senior officer said: ‘Indian UAVs are 
the biggest threat to our borders, not its 
fighters. We are prepared for that. A lot of 
slow-speed UAVs are seen flying about two 
miles inside the border, trying to track 
ground movements with their surveillance 
equipment. We used to guard against 
under-reaction, but now we have to guard 
against overreaction.’

Surveillance upgrades
In 2009, at the height of the conflict in the 
Federally Administered Tribal Areas (FATA), 
the PAF came up with a plan to install FLIR 
systems on its small fleet of C-130Bs. The 
fitting of these was left to the 130 Air 
Engineering Depot at PAF Base Nur Khan. It 
needed to provide eyes in the skies in a bid 
to stop hundreds of army personnel being 
ambushed by militants on the high ground 
and ridge-lines. 

To counter this, the PAF needed a 
platform capable of loitering over an area 
of operation for long periods to pinpoint 
enemy locations. To this end, the PAF has 
modernised C-130Bs with FLIR Systems 
BRITE Star and Star SAFIRE III EO/IR 
systems, which allow personnel on board 
to pinpoint areas of interest and monitor 
enemy movements. From around 
18,000ft, the sensor operator using the 
system can recognise an individual’s 
features or read the registration number 
of a car. A C-130B was subsequently 
upgraded with a BRITE Star designator, 
enabling it to lase bombs on to targets 
for fighters.

They were used in action for the first 
time during Operation Burq 2 (Lightning II), 
which commenced on 11 October 2009, 
when FLIR-equipped Hercules were 
airborne almost 24 hours a day supporting 
army operations. In the rear of these 
aircraft are two large flat screens, one 
showing a moving map photographed by  
a UTC Systems DB-110 pod from an F-16 
and the other showing the FLIR imagery 
being worked by the navigator/operator in 
the cockpit.

Army personnel can watch areas of 
interest and describe via tactical radio 
what they are looking at from thousands 
of feet above the battlefield to troops  
on the ground. Through their headsets, 
those in the rear can also direct the FLIR 
operator where to look. The imagery  
is now believed to be data-linked to a 
ground station. 

Describing a previous sortie, one of  
the aircrew told DB: ‘We fly the C-130Es 
between 10,000-15,000ft and we can 
track a single person, but if we want to go 
lower we have to gain clearance. Once the 
army has the intelligence, it provides us 
the rough co-ordinates so we can have a 
closer look. We fly to the area and scan 

A Mobile Pulse Doppler Radar 45 system 
sits under the stars at PAF Base Samungli 
in western Pakistan. The system allows 
detection of low-flying aircraft such as 
UAVs. (Photo: PAF)
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The C-130s are also known to fly along 
the border with Afghanistan, checking for 
hostiles moving in and out of Pakistan.

With most of the FATA and Swat Valley 
region now clear of terrorists, the pace of 
work has slowed. However, the PAF’s Air 
Chf Mshl Sohail Aman told DB in May: ‘We 
have matured the system and have offered 
to integrate similar systems for our allies, 
like Saudi Arabia.

‘The C-130s help us to go after their 
depots and hideouts, which are often 
found in caves,’ Aman continued. ‘So far, 
we have cleared these people out of  
eight or nine agencies, including North 

the targets, enabling the intel guys with 
exact co-ordinates. 

‘The [enemy] generally moves at night, so 
we tend to fly at medium level over the area 
of their compound, scan their movements, 
take co-ordinates and pass them to the 
army. Knowing what the place looks like 
helps the army should they decide to attack.’

The FLIR has an integrated GPS and can 
focus on the area of interest in the vicinity 
of the Hercules’ position. The FLIR can 
then be zoomed in, allowing the operator 
to illuminate the exact target to pick 
precise co-ordinates that can be relayed to 
the intelligence agencies.

Pakistan’s airborne EW capability 
The PAF’s Dassault Falcon 20s, designated the Da20ECM, play an important part  
in protecting the skies with their suite of advanced EW systems. Three Da20ECMs 
operated by the PAF’s only specialised EW unit, 24 ‘The Blinders’ Squadron, are used 
to jam and ‘spoof’ radars and other communications. 

Highly skilled EW operators in the rear cabin are trained to carry out this work, as 
well as identifying enemy radars, in order to compile an electronic order of battle. 

To keep all pilots up to date on recent developments in the EW role, the original 
aircraft ‘Iqbal’ and ‘Lodhi’, delivered in 1987, work alongside a third former VIP 
aircraft converted into EW configuration and named ‘Mir’. All the names relate to crew 
members who have lost their lives serving the unit. 

The small business jets are now obsolete and need to be replaced in the near 
future, but are still regularly upgraded to keep up with the latest technologies. They 
are also used in PAF exercises, combat commanders’ school courses and during times 
of national crisis. 

Waziristan, which has allowed the 
temporarily displaced people to move 
back. The real-time targeting emerged 
through our tactics. I learnt that within the 
first two nights of ops. You don’t just hit a 
bomb facility or a house of 20 terrorists. 
You keep looking and see how the 
situation evolves. When you are sure  
that the people that have come from 
Afghanistan have returned to take out the 
injured, that’s the time to hit them. We 
work with a common approved legal 
framework – it all has to be legal.

‘The difference between our campaign – 
where we have been successful – and the 
Saudi-led coalition [in Yemen] is that we 
have been using real-time targeting. There 
is no need to acquire future-generation 
counter-insurgency aircraft. You need the 
proper strategy.’ 

Filling gaps
The FLIR-equipped Hercules was one 
solution to filling a capability gap in 
transmitting live imagery for army 
personnel on the ground. Another solution 
has seen the PAF acquire a batch of Falco 
UAVs from Selex, now Leonardo, in Italy,  
the primary role of which has been ISR. 

Unlike many countries, the PAF has the 
lead over the army when it comes to UAVs –  
the army’s own requirement is linked to an 
indigenous development programme. The 
Falco now plays a significant part in the 
PAF’s network-centric warfare strategy  
and it has designed its own data-linking 
technologies for the UAV, which it believes 
are better than the Italian system it was 
offered. Past sanctions have meant 
Pakistan has had to find its own way around 
banned Western technologies and it has 
often discovered that indigenous systems it 
has developed for itself have been better 
than those it has tried to buy. 

These developments have meant 
troops on the ground can now be data-
linked from the air imagery of the areas 
around them, which provides them with 
far more effective situational awareness. 
The missions last around four to five 
hours and the UAVs usually loiter at 
around 18,000ft to maintain line of sight. 
Data is fed to army personnel on the 
ground. All of the Falcos are based at 
Mushaf and operated by 1 UAV Flight, 
which was stood up in July 2008. ■

COUNTRY FOCUS: PAKISTAN

A fully automated C2 centre of 
the PAF’s air defence system. 
(Photo: PAF)
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O ver the early years of the 21st 
century, geospatial intelligence 
has moved from being a specialist 

discipline to become the baseplate onto 
which the world’s more advanced military 
users build their intelligence-analysis 
systems. This has had sometimes subtle 
but often profound implications both for 
how military units view, use and understand 
their intelligence feeds, and how the 
defence industry serves its core market. 

Any item of intelligence that can be 
geotagged to a particular location – and 
that means almost all of them – can be 
incorporated into a map-based interface, 
revealing hitherto unnoticed correlations 
and helping give a richly detailed 
understanding of what is happening in an 
area of interest. 

Emergent disciplines, such as activity-
based intelligence, can help analysts 
uncover items that were not being looked 
for specifically, by allowing correlations 
between activities of entities over time in a 

GEOINT

THE BIG 
PICTURE

Geospatial intelligence is crucial for military users, and 
many manufacturers take different approaches to 
designing tools for defence applications. However, such 
technology is now also being explored for its potential in 
the commercial sector. By Angus Batey

single location to be discovered, interpreted 
and understood.

Traditional geographic information 
systems (GIS) can only get users part of  
the way to their desired end goal of a map-
based interface that allows for integration 
of different data sets. The defence industry 
has responded to this need by providing 
tools that can carry out these complicated 
and demanding tasks. The resultant 
products often look similar, but can be  
very different depending on the corporate 
background to each project. 

Exploiting and exploring
One of the longest-established and most 
widely used product ranges in this sector is 
provided by BAE Systems. The company’s 
GXP (Geospatial Exploitation Products) 
division produces a variety of software 
designed to tackle multiple key tasks. 

‘We had a couple of legacy products that 
came through different acquisitions a long 
time ago that fitted into this space of 

exploiting data to create information that 
creates intelligence,’ explained Rick Mort, 
BAE GXP’s sales manager for Africa, Europe 
and the Middle East. 

‘GXP offers solutions to the whole  
of the workflow for process, exploit and 
disseminate [PED],’ he continued. ‘The 
legacy products were in the imagery 
intelligence and geospatial intelligence 
domains, and really we’ve enhanced those 
products to work with different data types 
and feeds that have appeared over the 
years, and then expanded beyond that to 
try and solve the issues that our customers 
were coming across.’

The GXP range includes seven distinct 
product lines. These include SOCET GXP, 
one of the legacy products Mort referred to, 
which began as a photogrammetry tool in 
the early 1990s but today allows analysts 
to create intelligence products from satellite 
imagery and GIS-type data. 

MOVINT Solutions is a suite of software 
that works within the wider GXP Platform 

Movement intelligence data can be overlaid on aerial footage and matched with maps 
in tools such as those developed by BAE’s GXP division. (Image: BAE Systems)
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types within a map-based interface, and 
which could sit at the heart of any future 
special mission aircraft conversion project.

An Overseer analyst can monitor real-
time full-motion video (FMV) – perhaps 
provided by a different platform – while 
looking at a map of the target area which 
also includes data feeds from other 
sensors, and from off-board resources such 
as human intelligence reports. Servers 
installed on board the aircraft can also give 
the same analyst access to data gathered 
earlier, permitting change detection and 
pattern-of-life analysis to be performed in 
real time.

Unlike GXP, Overseer is not a software-
only solution. Raytheon’s customers will 
require workstations and servers fitted  
into the aircraft as part of the project. 
However, the hardware itself is not usually 
manufactured by the Broughton team – 

And we’re absolutely fine with that. It’s very 
important to us that our capabilities can be 
integrated with those existing systems and 
software and capabilities. That is very much 
part of how we operate.’ 

Overseeing the mission
The challenge is being approached 
differently by Raytheon’s Airborne Solutions 
team, based at Broughton in North Wales. 
The company provides airborne surveillance 
capabilities, usually on manned platforms 
converted from non-military aircraft types. 

The Broughton site carries out conversion 
and maintenance work on fleets including 
the UK RAF’s Shadow R1 and Sentinel R1 
platforms, and is seeking future work from 
other military users looking for similar 
capabilities. The company has developed  
a mission system, called Overseer, which 
enables real-time PED of multiple data 

operating system, and allows for the 
automatic processing of video and other 
moving imagery in real time. A key enabler 
of the entire range is GXP Xplorer, which 
helps users manage the storage, retrieval 
and discovery of different intelligence data. 

‘We moved with our customers,’ Mort 
told DB. ‘We were offering them a rich suite 
of capabilities, and then they said, “That’s 
great, but I’m spending most of my time 
looking for the piece of data that I need to 
then exploit.” We’re now looking at a far 
more enterprise server-based suite of 
capabilities that help from that initial point 
of where the data’s coming in, to do the 
exploitation, and then disseminate the 
intelligence and information back onto the 
system so that it’s accessible to the people 
who need it at the front line or in the 
command base.’

This means that a product like GXP 
Xplorer will only provide real benefits to end 
users if it is able to ingest and process 
numerous different types of data, as well as 
interface with different – and even rival – 
analytic tools. A GXP customer may need 
their implementation of Xplorer to not  
just index and search raw data sets from 
different sensors on different platforms,  
but to complement other exploitation and 
analysis tools. 

‘For many of our customers and many of 
the implementations of our software, it’s 
very important that we can integrate with 
their existing capabilities, their existing data 
repositories, their existing data formats 
[and] their existing software,’ Mort said. 
‘We develop our software cognisant of  
open standards, and our server-based 
capabilities for the cataloguing and 
discovery of data and the dissemination  
of data are all built on open-source 
components. It’s designed for integrators 
and for customers to be able to embed it in 
their existing systems.’ 

He continued: ‘We try and be agnostic of 
the formats and agnostic of the sensors 
and agnostic of the tools that the 
customers already have. Where we can 
help provide new capability we do; where 
we need to integrate with existing data 
stores and capabilities, we can also do  
that. One of our biggest markets is system 
integrators, and our customers very often 
have requirements that are very specific to 
their existing workflows and capabilities. 

GEOINT

A demonstrator of Raytheon’s Overseer mission system as it might be installed on an aircraft. 
Analysts can overlay different data feeds onto a map-based interface. (Photo: author)
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COTS equipment keeps costs low and 
integration timelines as short as possible. 
The workstations all use the Windows 10 
operating system, and can also run third-
party software such as the widely used 
Esri ArcGIS. 

This design philosophy extends to the 
software the OEM has written too, parts of 
which leverage, incorporate or adapt COTS 
elements. The result is a unique system, 
with what Raytheon believes is clear 
differentiation from competing products, 
but which maximises its potential utility to 
customers by allowing them to integrate  
it into extant systems and to adapt it to 
accept and include new subsystems 
through its life.

‘One of the things we’re very conscious 
of is the fact that buying a special mission 
aircraft is not something any nation is 
going to do very regularly, but updating 
them and upgrading them is something 
more and more people want to do,’ said 
Phil Nettleship, the Airborne Systems 
division’s chief technology officer. ‘We 
needed a mission system that would 
enable us to do that without having big 
costs of development and integration.  

We can easily change the interface for 
different users without really impacting  
the core of the solution.’ 

‘That was the key thing – not impacting 
the core software,’ added Phil Collier, a 
systems engineer. ‘The fact that it is a 
modular system, with a kind of canvas to 
develop the platform, allows us to rapidly 
prototype user interfaces and involve the 
customer community more in that process, 
so they end up with the actual product  
they want. Aircraft systems are becoming 
modular as well. The Overseer system 
allows dynamic detection of sensor services 
that you’ve got on board, so you don’t have 
to do a lot of reconfiguration of the software 
to cater for sensors physically switched in 
and out of the platform.’

Perhaps counter-intuitively, this led the 
Broughton team towards a solution that 
minimises, rather than maximises, the 
amount of bespoke software required to 
make the system work. ‘We’re not writing 
things from scratch – I think the days of 
doing that in software engineering are long 
gone,’ Nettleship said. 

‘If there are libraries out there that do 
what we need them to do, we’ll go and use 

them. We’ve never had the vision that 
everything to do with Overseer would always 
be written by Raytheon. If a sensor provider 
comes along and they’re better placed to 
write the service that plugs them into 
Overseer, then that’s the right thing to do.’ 

Nettleship said that systems provided  
by sensor manufacturers, designed 
specifically to interrogate and interpret data 
produced by that sensor, are likely to do 
that job better than equivalents supplied by 
an integrator or a third-party developer. Yet 
some sensor manufacturers also provide 
wider PED systems that are able to carry 
out the same kind of multi-INT fusion and 
analysis work that standalone, sensor-
agnostic products such as Overseer or 
elements of the GXP suite of software are 
designed to do. 

Integrating tools
One company that has approached the  
geo-based PED space from the sensor end 
is United Technologies Airborne Systems 
(UTAS), whose heritage is in long-range, 
high-definition airborne sensors. It 
developed the SYERS system flown on  
the U-2, then adapted elements of that 

GEOINT

A map-based interface in GXP Xplorer (left screen) is augmented in this demo with a 3D representation of LIDAR data (right screen).  
(Photo: BAE Systems)
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technology into the DB-110 long-range 
optical sensor, flown initially by the RAF in 
the RAPTOR (Reconnaissance Aerial Pod for 
Tornado) system, then made available in a 
pod that can be carried on platforms that 
include the F-15 and F-16. 

The original dual-band sensor has now 
been joined in the product range by the 
multi-spectral MS-110 version and a 
synthetic aperture radar (SAR) sensor 
installed in the same basic pod design, 
marketed as TacSAR. 

The capabilities of the DB-110 
demanded a unique exploitation tool. The 
sensor takes multiple high-resolution still 
images from a significant stand-off range, 
with hundreds of pictures produced during 
a single flight, each covering vast swathes 
of ground. UTAS has developed tools that 
can automatically stitch together multiple 
images to create extensive panoramas, 
which can then be correlated with maps.

Mapping those images is fairly 
straightforward when a flight has taken 

place in response to operational tasking. 
More complicated issues arise when the 
image’s utility is not limited to answering 
the question that was posed before the 
flight, but where it may help answer a 
question that will not be asked until 
weeks, months or perhaps even years into 
the future.

‘[In the] area that we collect on, the 
analyst isn’t going to pore over all of that 
imagery hoping to find some golden 
nuggets,’ said Colin Moore, business 
development manager for UTAS’s facility in 
Malvern, Worcestershire. ‘There has to be 
some context to looking at the imagery. It 
may be a cueing from signals intelligence, 
or from human intelligence, that says 
there’s something going on in this region. 

‘But the sensor will collect from a much 
larger area – and in a week’s time another 
question may come in to the intelligence 
system and say, “This guy was at this 
location driving this particular type of 
vehicle.” Lo and behold, you go to that 

point on the imagery and you find that 
vehicle was there – so it corroborates, 
maybe, some human intelligence 
reporting, or some signals intelligence, 
where you don’t have that visual 
component to it,’ he continued.

‘They’re all mutually supportive, but 
unless you can pull them together and 
discover, identify the potential linkages 
between the different disciplines, then  
the intelligence picture isn’t complete.’

UTAS developed a suite of software  
that it calls the SCI (Simplifying Complex 
Information) Toolset. While elements of 
the Toolset were developed to specifically 
exploit DB-110 and MS-110 imagery –  
and a new, in-development application, 
SCI Pulse, is being built to handle TacSAR 
data – the scope of the SCI environment  
is much broader. It is sensor-, platform- 
and data-type-agnostic, with the ability  
to ingest everything from FMV footage 
through to written reports in Word or  
PDF files.
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The ABI-enabling functions are carried 
out by SCI Discover. The application 
performs a similar function within the SCI 
Toolset that Xplorer carries out within 
GXP. ‘At the heart of our system we’ve  
got a repository of data,’ Moore said. 
‘Whatever that data type may be, we will 
put it into that bucket. We then have a 
visual element to allow analysts to look 
into that mass of data. 

‘SCI Discover is the visual interface. It 
is the main starting point for the analyst, 
and it gives them the search capability to 
visualise where information is across the 
areas they’re interested in. It helps you to 
integrate all those other forms of data 
and make sense of it all. It’s also the 
same environment for the dissemination 
piece. So it’s the starting point, and to a 
certain degree it’s also the end point of 
the process.’

Reaching further
Unlike BAE’s software-only approach,  
or Raytheon’s hardware-plus-software 
implementation, UTAS’s solution includes 
a considerable amount of in-house 
software and hardware development. 
Customers for SCI have the option of 

buying only the software they need to 
interrogate and utilise data derived from  
a UTAS sensor, but they also can acquire  
a range of physical implementations  
that include bespoke truck-mounted 
workstations and SATCOM data links right 
up to nation-state HQ-level installations. 

The approach is clearly working, as DB’s 
visit to Malvern appears to confirm. 
Starting out in a small suite of offices in 
the town’s science park a couple of years 
ago, UTAS now has its own building, where 
manufacturing of ruggedised versions of 
the exploitation hardware is carried out, 
and where the vehicles for the truck-
mounted iteration (supplied by Marshalls) 
can be driven in for integration. That 
counter-intuitive proposition – that 
differentiation can be achieved by making 
a product that will work within or alongside 
competitor systems – has also been 
proven to work.

‘Do we want to put ourselves in a 
stovepipe, and just do DB-110, MS-110 
and TacSAR? That’s not a vision for a 
business,’ said Andy Jeffrey, UTAS’s 
business development director. ‘People 
have other sensors, whether we like it or 
not. People like FMV, every aircraft has a 

sensor ball on it, and if you can’t take FMV 
[into a PED system], are you really adding 
that much to the party? There are smaller 
UAVs that can take FMV and maybe a SAR 
sensor, and tactical UAVs with a multimode 
radar. We’d be crazy not to want to play in 
that whole space.’

The other advantage to the development 
of the SCI Toolset is that it now exists as a 
standalone product. Jeffrey and Moore 
would not give specifics, but confirmed 
that there are SCI Toolset customers who 
do not own or operate UTAS sensors, ‘both 
on a national level, an intra-service level, 
and also within a coalition environment’, 
Jeffrey said. 

The product also has potential 
applications beyond the military user  
base. UTAS is considering offering some 
elements of the PED solution as a service. 
‘We’re looking at diversification into the 
civil market,’ Jeffrey revealed. ‘In the 
future, we’re definitely going to [provide it 
as a service]. But where does that begin 
and where does that end? Does it begin 
with flying the aeroplane? We’re not in that 
game yet. Does it begin with providing the 
aeroplane? Again, we’re probably not  
quite in that game yet. Is it a UAV system, 
and if so, are we past all the regulatory 
prohibitions in the UK? We’re probably not 
past that step yet either. 

‘But we could supply sensors to an 
airframe, and a capability, and then 
manage that intelligence capability. We 
could do that in this building, and push  
the product out as the user wanted it, with 
no problem whatsoever. That’s definitely 
something we want to look at.’ 

Customer service
Geo-based intelligence products delivered 
as a service to the commercial market 
place may sound like a far-off vision, but 
one major aerospace OEM is already 
doing it. Airbus Aerial, the Atlanta-based 
division of the European airframer 
established last year, has begun 
supplying intelligence products derived 
from data collected by a range of 
company-owned and third-party platforms 
to commercial customers. 

One example cited by Aerial’s 
president, Jesse Kallman, saw the 
company fusing data from both its own 
satellites and from third-party manned 

Customers of the BAE Systems GXP products include military and law enforcement operators. 
(Photo: BAE Systems)
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and unmanned aircraft to allow insurance 
companies to assess claims following last 
year’s hurricanes in Texas.

‘Based on where the insurance 
companies told us they had a high density 
of policy holders, we used satellites to 
cover enormous parts of the Houston area 
and ran some analysis on detection of 
changes over time,’ Kallman told an 
audience at the Commercial UAV Show in 
London in November. ‘With that, we could 
detect small areas of flooding, wind 
damage or major destruction of homes. 
And then as they needed more 
information, on things like marginally 
damaged roofs, we used manned aircraft 
and drones to really target the areas.’

Aerial plans to eventually own a fleet  
of Airbus-built Zephyr high-altitude, long-
endurance UAVs that it can deploy in 
response to customer requirements, but at 
the core of its business model is a cloud-
based data repository and planning tool.

Within this environment, the company 
not only stores data and makes it available 
for discovery and analysis, but keeps 
details of third-party platforms and 
sensors, with information on range, 
capability, flight restrictions and airspace 
access status. This means that when a 
customer request is made for data in a 
particular area, the Aerial team is quickly 
able to identify the best assets to collect 
the data necessary, and also to send out 
tasking requirements to those assets.

‘The way you deploy a small UAS is vastly 
different to how you deploy a manned 
aircraft or a high-altitude system,’ Kallman 

told DB. ‘That’s why we’ve invested so 
much time and effort in the services 
platform. The whole point of that is so  
that we know what are the standard 
capabilities and characteristics of the 
vehicles and the sensors. If we know it’s 
got a particular sensor, we know the 
typical survey time of a mission; and we 
can compare that against weather data 
and airspace data. Without that tool it 
would be very, very hard for us to actually 
do this at any reasonable scale, because 
you’d need an expert to plan out each 
different operation.’

The business case here was similar to 
the sensor- and platform-agnostic 
approaches of BAE, Raytheon and UTAS. 

‘If I’m a large utility – an insurer, a 
government – I just want to know what’s 
going on in that area tomorrow or next 
week,’ Kallman said. ‘They don’t particularly 
care whether its a satellite or a drone, they 
just want somebody to deliver it for them.’

As well as removing itself, largely, from 
providing airborne assets, Zephyr and 
satellites apart, Kallman made clear that 
Airbus Aerial has no interest in owning  
or building its own platforms or sensors, 
preferring to use third-party systems to help 
it gather the answers to its customers’ 
questions. The company is also throwing 
open the doors to its software platform.

‘We want to be able to leverage what 
already exists out there, but do it in a way 
that’s cohesive,’ Kallman said. ‘So we built 
the core data-hosting and data-processing 
part, and we enable a lot of third parties to 
access that system. We don’t have to go  
and build every single application for every 
industry. We can just build the core platform 
and manage the entire chain, then let a lot 
of people come and build applications on it. 

‘We even have customers that are 
adding the value on top – they’re using us 
just to get the data, and then they want to 
add some specific value to it.’ ■

Imagery obtained from different sensors can be marked up and exported to different report 
formats within SCi-X. (Image: UTAS)
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Rugged computing is in  
a phase of rapid change 
in the military domain,  
as developers seek to 
incorporate the best 
elements of 
commercial technology 
while retaining the 
required levels of 
durability and security.  
By Gerrard Cowan

P ersonal computer devices and 
displays, including laptops and 
tablets, that have been modified 

to function in harsh environmental 
conditions and be ‘soldier-proof’ continue 
to proliferate as armies digitise. However, 
as service personnel experience lighter  
and more ergonomic devices at home – 
including thinner designs and ‘edge-to-
edge’ displays – they are demanding the 
same from their military computers.

By design
Customer expectations around mobility  
are changing, according to Umang Patel, 
director of product marketing at computer 
manufacturer Dell Rugged. One of the 
biggest challenges the company faced with 
its first-generation rugged tablet concerned 
how heavy it was, and its Latitude 7212 
11.6in device offers a weight reduction of 
about 30%, he told DB. 

‘Expectations of what a traditional 
rugged device should be able to deliver are 

Getac designs and produces a 
range of rugged mobile devices 

including the 5.7in MX50, which 
leverages innovations in the 
commercial industry for the 

military market. (Photo: Getac) 
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really rapidly changing,’ he explained. ‘We’ll 
continue to push the design boundaries to 
get things lighter, smaller, thinner and more 
capable, as the technology supports it.’

As a device becomes smaller, technically it 
should take less to make it rugged. However, 
it is more complex than this, Patel said. For 
example, there is now a major trend towards 
‘edge-to-edge’ displays of the type Dell uses 
in its XPS laptops, where the glass takes up 
more of the overall form factor. In a rugged 
environment, it would be necessary to 
ensure this is not damaged if dropped.  
‘Yes, get the package as small as you can, 
but you’re then bumping up against the 
limits of other technologies,’ Patel stated. 

Dell produces a wide range of rugged 
notebooks and laptops as part of its 
Latitude Rugged Extreme suite of products. 
This includes the Latitude 12in Rugged 
Extreme Convertible Laptop, a two-in-one 
notebook with a flip-hinge design, and  
the new Latitude 14in Rugged Extreme 
notebook, which is claimed to be 

manufactured from shock-absorbent 
materials meeting military-standard 
requirements and is compression-sealed 
against sand, dust and liquids. 

The product family also includes the new 
Latitude 14in rugged notebook and a 12in 
rugged tablet. All of the computers are 
designed and certified to meet MIL-STD-
810G for durability and performance, with 
the defence sector representing a large  
part of the customer base. 

Dell also produces the PowerEdge R420xr 
ruggedised server, which has been designed 
for harsh environments, and has a small 
footprint and hot-swappable power supplies, 
among other features. It is MIL-STD-810G 
and MIL-S-901D compliant, according to the 
company, and provides continuous operation 
in temperatures of up to 45°C. 

These systems are sold into a number of 
markets, including the military domain, and 
the company is ‘looking at the next-
generation platforms in all these categories 
right as we speak’, Patel confirmed. 

TOUGHER 
STUFF

DB-01-18_p30-33_Rugged.indd   30 1/12/2018   2:42:52 PM



RUGGED COMPUTING

WWW.DIGITAL-BATTLESPACE.COM 31VOLUME 10  NUMBER 1  JANUARY/FEBRUARY 2018  DIGITAL BATTLESPACE

complies with MIL-STD-810G 509.5, so is 
resistant to salt fog erosion. 

In recent years, the variety of notebooks 
and tablets has greatly expanded, with 
numerous brands available in the consumer 
space, from devices with 20in screens down 
to smaller, 8in models. This variety is now 
being seen in the military domain, and Getac 
has shifted its manufacturing process to 
meet growing demand. 

White said that the company has moved 
from using a magnesium alloy compound  
in its devices to a composite plastic, thus 
allowing it to design and manufacture 
products more quickly, and bring them  
to market faster, ‘to keep pace with the 
consumer choice’. The use of composite 
plastics also reduces size and weight,  
White added, giving devices more of a 
consumer look and feel ‘while retaining  
the full ruggedness’.

White pointed to a number of other areas 
of evolution, particularly the improvement of 
screen resolution. Companies like Getac 

Getac designs and produces a range  
of rugged mobile devices, from a 15.6in 
mobile server down to an 11in notebook 
and 5.7in tablets. It offers the MX50 5.7in 
battlefield computer, which is specifically 
designed for dismounted soldiers. 

More recently, the company launched the 
EX80 rugged tablet, which went on the 
market in early November. The device is 
suitable for munition storage environments, 
because it incorporates a sealed anti-static 
exterior with surface temperature control, to 
limit the possibility of explosion due to 
electrostatic charges, hot surfaces, heat 
energy or friction, according to the company. 

In its announcement of the product, 
Getac highlighted a range of features that 
meet common military demands for rugged 
computers. It has an IP67 rating, meaning 
it can withstands drops of up to 1.8m, as 
well as operating in temperatures of -21°C 
to 50°C, with a tolerance of -51°C to 71°C 
in storage. The device can also survive rain, 
moisture, shock and vibration, and 

There are a number of unique aspects to 
working in the defence sector, he added, 
pointing in particular to a common demand 
for no wireless connectivity. In an age 
where most of the world is moving to full 
connectivity, military customers, because of 
their tight security requirements, prefer for 
systems ‘to be completely locked down and 
quarantined from the outside world, unless 
it’s on [their] own network. So, it’s a unique 
configuration that you wouldn’t expect out 
of a mobile device.’ Patel said.

In addition, the same security aspects 
often see requests for the inclusion of an 
optical drive, which can read CDs or DVDs. 
This is in contrast to the broader market, 
where data is commonly downloaded via a 
USB or from the Internet. Defence 
customers, however, will often ask for all 
the USB inputs and outputs to be disabled, 
to protect the systems from the introduction 
of malware and spyware, or to prevent a 
malicious actor using that means to steal 
information. The challenge then is how to 
get data into the system, and ‘it turns out 
the optical drive is actually a fairly secure 
way to do that’, said Patel. ‘So, they use 
DVD to upload mission data, as well as 
export and write data out.’

Small but strong
SWaP demands are key for the military 
market, according to Jackson White, UK 
defence and security director and sales 
director at Getac, a manufacturer of rugged 
mobile devices. This is particularly true in 
the dismounted soldier space, he said. 

‘They’re constantly looking for ways to 
reduce… the weight carried by the soldier, 
and also the size,’ he explained. Getac  
has worked in partnership with software 
vendors and developers to ensure their 
applications would work in devices with  
a smaller form factor. 

There is much more to ruggedisation 
‘than just being able to drop the device’ 
without it breaking, White added. For 
example, a system also needs to be able  
to work in extreme temperatures, in which 
its components must maintain integrity and 
longevity. ‘With consumer devices, what you 
tend to find is that if they’re exposed to 
extreme environments, they may operate – 
certainly [during] the early life of the 
product – but then the components tend  
to degrade very, very quickly,’ he said.

Electronics specialist Panasonic has seen a particular drive in the detachable, hybrid computing 
space – effectively a tablet that can attach to a keyboard – developing the CF-20 and the CF-33  
to meet demand. (Photo: Panasonic)
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follow the trends in the civilian sector closely, 
he told DB, integrating new advances as  
they become established in the consumer 
market. With technology progressing quickly, 
defence is increasingly adopting a COTS or 
military-off-the-shelf approach as industry 
innovation is brought into the market space. 
‘That’s really been in line with the reduction 
in defence spending, and the increased 
pace of growth of technology,’ White said.

Power hungry
The other side of SWaP – power – is also  
key in the rugged computer space, where 
battery life plays a major role, White said,  
to the extent that ‘it drives the design’. For 
example, Getac has developed LumiBond,  
a technology that enables users to view a 
screen in conditions of extreme sunlight 
without having to make the backlight very 
bright, which would take ‘a considerable 
amount of power’. 

Jon Tucker, senior manager of product 
marketing for computer product solutions at 

Panasonic, confirmed that users of mobile 
devices always point to two major challenges: 
connectivity and battery power. ‘Everybody 
wants the longest battery life they can get 
their hands on,’ he said. 

The company’s Toughbook CF-33 
detachable notebook implements ‘a smart 
level of battery technology’, Tucker said. It 
comes with two batteries, with each being 
constantly monitored for temperature and 
other factors and the usage altered 
accordingly. The aim is ‘to give you longer 
battery life through the day, but also to give 
you a longer life cycle – instead of having to 
get a new battery within two years, you can 
extend it to three or four years’.

The materials used in the construction of 
such devices, eg magnesium alloys, have 
been ‘the backbone of a fully rugged solution 
for quite a while now’, Tucker said. 

‘I think there will be some development in 
those areas… new material technology will 
advance a little bit to make things even lighter 
but yet strong enough for the environment, 

particularly if the form factor is relatively small 
and light in the first place,’ he added.

However, there are other areas to 
consider, Tucker said, such as the impact  
of the environment in which the systems 
are being used. For example, a Toughbook 
PC will often be mounted inside a vehicle, 
such as a tank, which travels across rough 
terrain. There has always been a focus, 
therefore, on protecting them from 
excessive vibration or shocks. 

Additionally, the company has developed 
anti-explosion docks to hold the systems  
in place, even in the event of an IED strike, 
‘so you don’t end up with a 1-2kg 
Toughbook projectile within the vehicle’.

Panasonic has seen a particular drive in 
the detachable or hybrid computing space, 
which effectively means a tablet that can 
have a keyboard attached. Its products  
here include the CF-20 and the CF-33. 

The latter was launched in May 2017, 
and is a 12in detachable laptop designed 
to meet MIL-STD-810G and IP65 standards. 

Weight remains a key issue for militaries, and manufacturers such as Dell are addressing this with products such as the Latitude 7212 that offer  
a weight reduction of about 30%. (Photo: Dell)
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In announcing the product, the company 
highlighted its 3:2 display, which it said 
makes the device easier to handle and 
leads to less vertical scrolling, among a 
number of other benefits. 

Mapping the future
Looking forward, Patel expects to see 
further advances in areas like augmented 
reality, AI and machine learning. Voice 

recognition systems like Siri (Apple), 
Cortana (Windows) and Alexa (Amazon) 
show that such technology ‘is becoming 
infinitely smarter every day’.

‘It’s only a matter of time before these 
technologies make it into the infrastructure 
in the military,’ he said. This would mean 
soldiers could query a database using their 
voice, asking about the conditions of a 
certain environment, for example. Patel 

predicts that this market will ‘make leaps 
and bounds in terms of how they’re used’ 
over the next decade. 

In the future, there is likely to be little 
need for a notebook or mobile device to be 
carried by a soldier or on board a vehicle. 
Instead, a ‘headless PC’ or gateway 
computer could be mounted in the vehicle 
and power a range of very small, mobile, 
lightweight devices that integrate into the 
soldiers’ headsets, or digital displays that 
they wear in their helmets.

‘You’re going to carry a lot less,’ Patel 
said. ‘Today our use of a notebook outside 
of work applications is probably [very low]; 
we’re relying on our cell phones to do that 
work. It’s not a very far-fetched thing to say 
that all of these industries that depend on 
traditional notebook-type devices could 
move to something much more handheld 
or fully integrated.’

White identified a number of areas of 
potential development, including the ‘thin 
client’ concept, in which a rugged server in 
a remote location carries out the bulk of 
the processing, allowing users to deploy 
smaller devices on their person. He also 
highlighted civil technologies like induction 
charging, which allows a device to be 
charged without the need to be physically 
plugged in.

‘Of course, we keep an eye on trends 
from the consumer market, and look to 
steadily integrate those, while being fully 
backward-compatible for legacy systems,’ 
White added.

The rugged computing domain is unique 
in some respects, with the military sector 
looking to incorporate some of the 
advances of the commercial world while 
retaining the necessary security levels and 
required functionality. For example, 
touchscreens must be designed to work 
even when the user is wearing gloves, 
while operating systems installed on the 
device must meet the highest possible 
levels of security. 

In the coming years, it seems certain 
that the demand for commercial levels of 
functionality, balanced with military levels 
of security and toughness, will only 
continue to grow. As wearable technologies 
become more established and popular, 
the way in which militaries understand 
computers and their expectations of them 
also seem likely to evolve. ■

DRIVE AND DISPLAY
Curtiss-Wright is aiming to expand its display business in the ground vehicle 
market, and is currently in discussions with a number of potential customers in 
the area.  

The company’s Ground Vehicle Display Unit (GVDU) – a family of rugged LCD 
mission displays – was launched at the DSEI exhibition in London in 2015. 
Curtiss-Wright has a history of selling displays into the aviation space, but this 
is the first time it has made a significant move into the ground vehicle side, 
said Val Chrysostomou, a product marketing manager at the company.

The OEM is offering a range of displays under the GVDU banner, she explained, 
from a small 7in system, which could be used for activities such as viewing a 
reverse camera feed, to a larger screen that could take a number of different feeds 
from different cameras on board the vehicle, providing a complete situational 
awareness picture. 

‘It’s not going to be “one product fits all”, because different customers will have 
different requirements,’ she said. ‘That could be on the size of the display, of what 
needs to be displayed on it, the number of inputs, and their type. There might also 
perhaps be a difference in ruggedness requirements, depending on the mission.’

Depending on customer requirements and needs, the displays can be built 
to specification to provide a complete GVDU package based on ‘building 
blocks’ of capability.

‘Because they’re all customisable, we work on a programme-by-programme 
basis,’ she said. ‘We are talking to customers, and we’ve got a number of 
demonstrators lined up. There has been significant interest.’

Visibility is clearly a major priority in this kind of technology. ‘If you have a 
display that you can’t read properly, there’s no point in having it, especially in  
this [ground vehicle] market.’ The company has therefore worked to ensure the 
screens are anti-reflective and can easily be viewed in daylight and without using 
night vision devices. 

Chrysostomou said significant effort has also been invested to ensure that 
displays are rugged and able to withstand extreme conditions (low or high 
temperatures, vibration etc) that could potentially damage a display, making it 
inoperable. ‘Obviously in our applications, operators want to turn on their platform 
and have it be operational as quickly as possible.’ 

The company is working on a number of developments for the coming years, she 
added. It is tracking advances in the sensor space to ensure that displays offer the 
right level of capability such as the appropriate resolution.

‘If, in your ground vehicle or other platform, you’ve invested in the best sensors 
available, then you shouldn’t really be compromising your system by using a sub-
standard display,’ she said. ‘You should obviously be using the best display you can 
to get the benefit of the higher-quality and more expensive sensors that you have 
invested in.’

RUGGED COMPUTING
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To manage naval operations with success, a C2 system must 
allow interoperability, data analysis and synchronicity, and 
navies such as the USN are investing heavily to ensure that 
they have the most robust technology in place.  
By Peter Donaldson

COMMANDING
THE WAVES

M odern networked warfare 
concepts have made the task  
of producing naval C2 systems 

more complex and demanding than ever 
before. It is particularly difficult when 
bringing underwater vehicles such as 
unmanned submarines and UUVs into  
the picture. This is driving innovations in 
communications and human-machine 
interface technologies to enable 
commanders and operators at all levels  
to manage complex operations involving 
diverse platforms with very different 
performance parameters, and view 
battlespace and communications needs. 

Defined as the means by which 
commanders synchronise and integrate 
activities in order to achieve unity of effort 

across the entire force, C2 and, by extension, 
the systems that support it are distinct from 
the concept of combat management and its 
enabling technologies, which are normally 
focused on the integrated employment of 
sensors and effectors, especially weapons, 
aboard individual platforms. However, they 
coexist on many platforms and must operate 
together as seamlessly as possible. So 
closely related are they, that much of the 
industry that develops them often talks 
about them in the same breath. 

That does not mean that they are always 
as closely integrated as they could be, and 

there are ongoing efforts to modernise 
these systems so that they are. For 
example, development of the USN’s 
replacement for the Global Command  
and Control System Maritime (GCCS-M), 
which is the naval implementation of the 
overarching GCCS family of systems, 
includes creation of interfaces with the 
Aegis Combat Management System (CMS). 
Northrop Grumman in San Diego is prime 
contractor for GCCS-M.

This replacement for GCCS-M is known 
as Tactical Maritime Command and Control 
(TMC2). A recent analysis of alternatives  
by the RAND organisation provided some 
valuable insights into the issues facing 
developers of all naval C2 systems, more of 
which later. 

Modern networked C2 systems have 
evolved in an environment in which it has 
been assumed that: communications links 
will be robust; the information within C2 

C2 systems for naval forces must support increasingly complex operations  
that require more and more data, from a variety of sources, to be  

processed by both man and machine. (Photo: USN)
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the RAND analysis of alternatives for TMC2, 
the team of authors led by Bradley Wilson 
emphasised that the replacement for 
GCCS-M is going to move to common 
hardware developed for the Common Afloat 
Network Enterprise System (CANES) and 
web-based interfaces. At shore sites, it is 
most likely to rely either on CANES or the 
MOC Enterprise LAN Solution hardware. 

Today’s GCCS-M is focused on situational 
awareness (SA) and blue force tracking, and 
provides commanders of all echelons a 
single, integrated, scalable C4I system 
showing a common operational Picture (COP). 

This ‘tracks on a map’ COP is shared 
across more than 75 command, control, 
communications, computers, cyber, 
intelligence, surveillance, and 
reconnaissance systems, according  
to PMW 150, the USN’s C4I Program 
Executive Office. 

All GCCS variants contain many 
interfaces that are difficult to change, and 
maintaining SA takes a lot of work. The 
RAND authors pointed out that GCCS-M  
and its siblings are unlikely to satisfy joint 
C2 needs as laid out in the 2005 JC2 
Capability Development Document, so the 
navy intends to phase it out. 

In this JC2 document, the DoD made 
clear its expectation that the GCCS family 
would evolve into a single joint architecture 
with a ‘capabilities-based implementation’.

JC2 emerged as the so-called Net 
Enabled Command Capability, which was 

Rielage also distinguished between  
two command concepts that, perhaps 
unfortunately, have similar labels but very 
different propensities to remain functional 
in such an environment. These are 
decentralisation of command and 
decentralisation of forces. 

Decentralised command delegates 
authority to the lowest and most numerous 
nodes possible within the fleet, he wrote, 
and depends on clear understanding of the 
senior commander’s intent, common 
doctrine for operations and mutual trust 
among command levels.

In contrast, decentralisation of forces 
involves widely dispersed platforms, or 
groups of them, concentrating combat 
power by synchronising their fires. 
Crucially, most designs for such forces 
rely on centralised command to achieve 
coordinated effects, and therefore  
have to rely on robust communications 
links to exchange information and 
engagement orders. Inevitably, such 
forces are less likely to be successful 
under DIL comms conditions. 

Clearly, evolving C2 technology needs 
to be capable of supporting both 
command concepts. 

Robust replacement
While the likely threat environment is a  
key part of the context in which the USN is 
working to modernise its global C2, there is 
also a technological shift taking place. In 

systems is trustworthy and will remain  
so; and platforms will be able to  
transmit safely on active sensors and 
communication systems. None of those 
things is certain today, particularly when 
faced with highly capable anti-access/area 
denial (A2/AD) systems fielded by peer or 
near-peer adversaries.

Comms not guaranteed
The growing realisation that C2  
concepts need to be robust to loss of 
communications links was voiced by  
the USN’s Captain Dale C Rielage in the 
Naval Institute’s Proceedings magazine  
in April. 

‘Both Russia and China place counter-
command-and-control warfare at the 
centre of their plans for fighting a capable 
power such as the United States,’ he 
wrote. ‘They expect their mechanisms of 
command and control to be challenged 
and make returning the favour an 
essential part of their planning. Even 
when these adversaries cannot directly 
damage our systems, the growing ubiquity 
of long-range sensors and weapons can 
drive us to turn off our own active sensors 
and communications to avoid revealing 
our presence.’

In recognition of this, governmental and 
industrial effort is going into maintaining 
capabilities in what has become known as 
disconnected, interrupted or limited (DIL) 
communications environments.

NAVAL C2

The Venari 85 mine countermeasures vessel concept from BMT and Qinetiq is intended to exploit the next generation of offboard vehicles. A key 
feature is a C2 facility that enables operation of multiple unmanned vehicle systems from a single station. (Image: BMT)
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cancelled in the wake of a raft of 
problems, leading to a new analysis of 
alternatives for JC2 in 2011, from which 
TMC2 emerged. As envisaged, This  
will provide a more robust set of C2 
capabilities than GCCS-M does, with a 
focus on rapid fielding, lower cost enabled 
by a software-only implementation onto 
CANES, and extra functionality beyond  
SA. This is intended to include readiness, 
intelligence, planning and tasking through 
an interactive ‘halo’ COP. 

The latter is an expanded picture that 
provides operators and planners with 
access to extra information. It puts an 
interactive icon on the map for the user  
to interrogate for data on, for example, 
network operations, mission readiness, 
tasks being performed, people involved, 
supplies and logistics etc. 

Analysing alternatives 
The navy identified four alternatives for RAND 
to analyse. The first was simply to maintain 
the GCCS-M in its fielded Increment 2 guise, 
in which it adds a few basic tactical decision 
aids to its core SA function, and implement 
any scheduled enhancements, limiting 
modernisation to bug fixes, software patches 
related to information assurance and any 
commercial- or government-off-the-shelf 
hardware and software refreshes.

The second alternative was to augment 
GCCS-M Increment 2 with production-ready 
capabilities developed under the Office of 
Naval Research’s (ONR’s) Command and 
Control Rapid Prototyping Continuum 
(C2RPC) effort. These would provide a 
much wider range of C2 capabilities from 

the Maritime Operations Centers (MOCs) 
out to the tactical level. The new software 
would be installed and integrated with 
GCCS-M infrastructure afloat and ashore to 
provide users with a seamless integrated 
C2 system. The modernisation policy was 
the same as with the first alternative. 

C2RPC acts as an incubator for new 
technology concepts that can be transitioned 
into existing C2 programmes, and has 
resulted in the deployment of several new 
capabilities to a range of systems. 

These include an open track manager 
that performs better and adds connectivity 
to several legacy COP and combat 
information systems. Another, NETOPS  
COP, provides real-time status reports on 
communications networks. A third, Inter-
related COP, allows C2RPC capabilities to 
communicate through, for example, user-
facing services such as the Halo COP. 

The third alternative the navy presented 
to RAND was a new programme with 
capabilities equivalent to those of the 
legacy system, but expanded by linking it to 
an ashore cloud and bringing in C2RPC-like 
enhancements, while maintaining 
backward compatibility with GCCS-M. 

This alternative gains leverage from the 
US intelligence community’s efforts, such 
as the National Security Agency’s Ghost 
Machine cloud analytics platform, the 
Distributed Common Ground System-Army 
and the ONR’s Magic Mirror, which provides 
commanders with a round-the-clock 
capability to monitor and assess the 
intelligence architecture. 

Alternative number four is the same as 
number three, but adds a link to the Naval 

Tactical Cloud (NTC), which is deployed 
afloat. As well as its data analytic 
capabilities, the NTC provides storage 
space that can be pre-loaded with historical 
C2 information continuously synchronised 
with shore data analytic nodes. 

Careful consideration
RAND evaluated these alternatives 
according to their life-cycle cost, risk, 
information assurance characteristics and 
their ability to perform as required. To do so 
they used process and architecture analysis 
software embedded with a scenario 
approved by the Chief of Naval Operations’ 
office to assess each alternative’s 
performance of three tasks in the context of 
a simulated major combat operation. 

These tasks – or work processes – were 
to provide a commander’s update, develop 
a personnel recovery mission and to update 
and/or manage tracks in the COP. They 
were chosen because they embody key 
aspects of the commander’s decision cycle, 
including monitoring, assessment, planning 
and direction, all carried out within a  
limited time frame and with restrictions on 
available data. 

The legacy GCCS-M performed poorly  
in comparison with the other options  
because it offered no new capabilities  
or enhancements to its data structure. 
Without them, it could not meet future 
demands for information interoperability. 

For example, without new process 
automation and information presentation 
capabilities it could not improve operational 
specialists’ productivity and therefore was 
unable to support collaborative planning  
in a timely fashion. It also showed other 
weaknesses in establishing and adapting 
command structures and in communicating 
the commander’s intent. 

As expected, it did well in providing 
friendly force SA and it imposed no 
development costs, but its sustainment 
costs after full deployment were judged to 
be five times higher than projections for 
alternatives three and four. 

In terms of risk areas, RAND found that 
the existing GCCS-M would not be able  
to operate in a denied communications 
environment, implement multi-level security 
or provide collaborative planning tools. 

The second alternative was better at 
establishing and adapting command 

NAVAL C2

The USN is looking at replacing the 
GCCS-M, the naval implementation 
of the overarching GCCS family of 
systems, which will include the creation 
of interfaces with the Aegis CMS. 
(Photo: USN)
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structures to enable global and regional 
collaboration, thanks to new capabilities 
provided by C2RPC. However, it was not 
robust enough because it did not benefit from 
the workflow efficiencies and interoperability 
that would come from an enterprise-wide 
information-sharing architecture. 

It also had the highest life-cycle costs 
because it involved maintaining GCCS-M  
and augmenting it with C2RPC products.  
In addition, it was risky because it did not 
implement MLS, automate information 
handling or scale to support more data feeds. 

Alternative three offered better 
interoperability thanks to its access to  
the ashore cloud. It led to more efficient 
workflows that improved the productivity of 
operations specialists and commanders, 
particularly in operational planning. 

Storing the bulk of data ashore proved a 
weakness for this alternative, potentially 
making planning at sea cumbersome, and 
it was slower than alternative four in getting 
planning products to mission planners. 
RAND also found that it needed better 
information transfer and synchronisation 
methods, particularly over low-bandwidth, 
high-latency links. 

It could save money in sustainment 
through 2030 because it replaces GCCS-M, 
but it does depend on the success of the 
Navy Cloud programme, which is funded 
separately from TMC2. 

RAND judged the risks associated with 
the third alternative to have greater 
consequences but with lower probability 
than those of the first two alternatives.

Among the challenges to be overcome 
with this alternative are the need for a 
comprehensive data strategy, which means 
deciding what, how and where data is 
ingested, processed, stored and made 
accessible to C2 applications. It would also 
lack a capable data-integration layer and, 
crucially, the ability to function in a DIL 
comms environment. 

The RAND team found that sustaining 
alternative three is more feasible than one 
or two, but cautioned that it needs more 
thorough information assurance analysis. 

Best option
The final alternative, number four, showed 
better interoperability thanks to its access 
to both ashore and afloat clouds, and in 
some areas proved significantly better 

than all the other options, the RAND team 
found, commenting that pervasive access 
to information and analytic capabilities in 
a common, globally managed enterprise 
provided the greatest potential for 
improving the efficiency of C2 workflows. 

Of all the alternatives, number four was 
best able to reconfigure to meet the needs 
of dynamic missions, then return to a 
steady state thanks to the greater planning 
functionality at the MOC and afloat, and its 
superior infrastructure for moving C2 

information between echelons. It also 
showed the greatest potential to operate 
successfully in spite of DIL 
communications. 

Like alternative three, it was judged less 
expensive to sustain than one and two 
through 2030, and exhibited similar risks 
because of a dependency on NTC, which, 
like the ashore cloud, is being developed 
separately from TMC2. 

Alternative four performed better  
in all the scenarios, disseminating 
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information to partners four times faster 
than alternative three in the personnel 
recovery planning task, while orders were 
received in time to conduct the mission 
significantly more often with alternative 
four than with three, and overwhelmingly 
more often than with the first two. 
Likewise, with the commander’s update 
brief, preparation and planning 
information reached partners one and a 
half times faster with four than three. 

The RAND team reported no significant 
differences in accuracy, completeness or 
network use between the alternatives for 
COP management. 

Unsurprisingly, RAND concluded that 
alternative four would be the best solution, 
particularly in the light of the evolving A2/
AD threat. 

‘The biggest challenge for TMC2 was 
nailing down the requirements,’ said 
Wendi Sekach, TMC2 team leader at PMW 
150. ‘In acquisition, it all starts with 
requirements. If you don’t get the 
requirements right, it is hard to have 
industry or our developers build you the 
product that you need, or more specifically 
to satisfy the warfighter’s needs.’

The naval C2 and combat management 
industry itself includes: long-established 
defence giants such as BAE Systems, 
General Dynamics, Leonardo, Lockheed 
Martin, Raytheon and Thales; emerging 
giants such as Turkey’s Aselsan; maritime 
specialists such as Naval Group (formerly 
DCNS) and Navantia; smaller players who 
punch above their weight such as Saab 

and Terma; and multi-industry entities with 
deep silos of capability such as Qinetiq 
and Ultra Electronics. 

Shore and ship
Aselsan has developed a naval C2 system 
known as VATOZ, which it offers in two basic 
interoperable versions, one for shore bases 
and one for warships, the latter adaptable 
to a variety of platforms such as offshore 
patrol vessels (OPVs), coast guard vessels 
and fast attack craft in both defensive and 
offensive operations. 

Both support multiple operators – and 
multiple operating systems, including Linux 
and Windows. Flexible, scalable and modular, 
VATOZ systems can be used on desktop or 
console-mounted hardware and are built  
on an open, redundant and distributed 
architecture with ruggedised hardware 
compatible with military standards. 

Catering for a variety of mapping 
standards, including S57 and S63, the 
system can display MIL-STD-2525B 
common warfighting symbology and Naval 
Tactical Data System symbols. VATOZ also 
supports multiple languages, including 
Turkish and English. 

Both are network-enabled systems that 
have core overall C2 and more specific 
mission control capabilities as well as SA, 
alarm management, track management  
and data fusion, cooperative engagement 
capability, resource management, recording, 
replay and reporting. 

VATOZ Boat manages both sensors 
and weapons, while its counterpart 

ashore manages sensors. The afloat 
system has additional capabilities 
including navigation management and 
manoeuvre control, surveillance, tactical 
picture compilation, EW support, threat 
evaluation, sensor allocation and 
weapon assignment. 

VATOZ equips 16 examples of the 
Dearsan-built Tuzla-class New Type Patrol 
Boat for the Turkish Navy, along with ten  
for Turkmenistan and six for Qatar. The 
system is also at the heart of the YUNUS 
programme that covers two harbours with 
surface and subsurface surveillance 
systems for the Turkish Navy.

The UK RN is migrating its C2/CMS 
systems into shared computing 
environments (SCE). Most of the RN’s 
ships and all of its current combatants 
have fits from BAE Systems. 

The company provided: the DNA(2) 
system for the Type 23 frigates and 
variants for the Landing Platform/Dock 
(LPD) and Landing Platform Helicopter 
amphibious ships; CMS-1 for the  
Type 45; the Nautis system for the 
countermeasures vessels; a CMS-1 
variant for the Queen Elizabeth-class 
carriers; a virtualised system based on 
DNA(2) in an SCE for the Type 26; CMS 
Lite for OPVs; and SMCS NG for the 
submarine fleet. 

In service with the French Navy and 
proven in international operations such 
as the EU’s Atalanta anti-piracy effort  
off the Horn of Africa, Naval Group’s 
Polaris C2 system is an integrated suite 
designed for littoral and EEZ patrol and 
protection missions. 

Polaris is designed to interoperate with 
naval C2 information systems dedicated 
to planning, and those that manage 
search and rescue alerts. It is also 
adaptable to different ship types from 
patrol boats to large amphibious warfare 
vessels such as LPDs and landing 
helicopter docks. Like Aselsan’s VATOZ 
and the much more complex GCCS-M, it 
can be used in MOCs ashore.

Behaviour-monitoring algorithms within 
the system’s Littoral Surveillance Officer 
module detect unusual or suspicious 
vessel movements automatically, alert 
the operator and coordinate responses 
involving naval units at sea and shore-
based MOCs. 

Naval Group’s Polaris C2 system could find its way onto next-generation combat vessels, including 
the Belharra frigate. (Image: Naval Group)

NAVAL C2
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Like all modern systems, it also has to be 
prepared to accept new and alternative 
sensors, weapons and other effectors. Polaris 
has integrated 2D and 3D surveillance radar, 
EO equipment, communications systems, 
guns, anti-ship missiles and short-range air 
defence missiles. 

The system is also capable of countering 
asymmetric air and surface threats and 
controlling offboard assets, including 
helicopters and unmanned vehicles. 

Polaris enables tasking of UAV systems 
and brings data from their sensors. It has 
used this capability in service since 2011 
aboard the French Navy’s OPV 90 L’Adroit 
in Operation Atalanta. 

Top-level system
In September, BMT and Qinetiq revealed the 
Venari 85 mine countermeasures vessel 
concept, which is intended to exploit the next 

generation of offboard vehicles, mission 
systems and operating concepts. Its main 
purpose is to clear mines faster over larger 
areas, with less risk to the crew, while also 
offering hydrographic and even ASW 
surveillance capabilities. A key feature is a 
C2 facility, enabling operation of multiple UV 
systems from a single station. 

Qinetiq’s new Equipment Agnostic 
Mission Enabling Infrastructure Technology 
(EAMITS) makes this possible. Bringing 
together lessons from operational 
demonstrations such as Unmanned 
Warrior 2016, detailed analysis of 
operational roles and experience in 
unmanned vehicle operations, EAMITS 
encompasses an overall mission system, a 
set of intelligent applications and mission 
management functionality that interfaces 
with unmanned vehicles and their 
management systems. 

The top-level mission system hosts 
strategic planning, communications and 
C2 functions, and links with shipboard 
sensors and effectors, while the intelligent 
applications layer contains mission 
planning, payload management, in-mission 
control and command aids. 

In addition, this layer contains a data 
core that holds persistent information 
such as established mission plans and 
underwater contacts, along with 
functionality that handles transient 
messages including tracks and video. It 
serves this data to the C2 system and 
passes commands down to the vehicle 
mission management systems. 

From global systems for superpowers to 
those focused on individual vessels, naval 
C2 technology is adapting to changing 
mission requirements and threats at an 
accelerating pace. ■  

One company that has seen success in 
recent years in the naval C2 domain is 
Systematic. Its SitaWare scalable C2 
software can be used by top echelon 
commanders in MOCs and by afloat 
commanders as well as sailors or 
marines in boarding parties or 
amphibious roles. For effective mission 
execution, it provides SA, operational 
support, planning and execution tools, 
and information-sharing features.

SitaWare gives naval personnel a 
recognised maritime picture (RMP)  
for complete SA, including surface, 
subsurface and air images. This is 
achieved by correlating tracks from 
coastal and ship-based Automatic 
Identification Systems, radar and other 
sensors that pass data through tactical 
data links, and then displaying them in 
near-real time. The RMP can be 
configured to meet user needs, whether 
that is monitoring territorial waters and 
exclusive economic zones, or an area of 
operation for a task group.

According to Matt Millward, 
Systematic’s VP for Western Europe and 
North Africa, the software is common 
across command echelons, with 
functionality varying to suit specific 

roles. ‘All of these products and 
capabilities are completely linked so any 
change of the environment, any change 
in planning from the headquarters is 
immediately distributed amongst 
anybody or any member of the team that 
is on the network,’ he said.

That network can be through radios, 
3G, 4G/LTE or SATCOM, with the latter 
allowing global operations with real-
time SA such as blue-force tracking. 
‘Provided they have equipment that is 
GPS-enabled, that allows for all the blue 
forces to be located and identified,’ 
said Millward.

One advantage of SitaWare is its open 
systems architecture, allowing users to 
integrate a variety of existing systems, 
sensors and databases to help compile the 
RMP. This helps when it comes to inserting 
new systems when navies come to 
modernising and upgrading vessels, and 
also when using legacy kit. Millward told DB 
that there was even a recent case where 
SitaWare was used by a customer that had 
40-year-old radios, albeit utilising basic chat 
functions and not video and data streaming 
that the software can support.

Utilising SitaWare Tactical 
Communications, the ‘communications 

backbone’ of the product family, users 
can effectively transfer data and continue 
to work even in very low bandwidths. 

Customers of the Systematic product 
include the Irish Navy, which was one of 
the first services to use the software to 
generate a joint COP connecting the naval 
service, army and air corps. 

The navy’s Samuel Beckett-class 
OPVs have the software integrated,  
with the lead vessel showcasing its 
capabilities at last year’s DSEI in 
London. In 2014, the LÉ Niamh – part 
of the Róisín-class of OPVs – seized 
nearly 1,000kg of cocaine, with use of 
SitaWare software being pivotal to the 
operation’s overall success.

Millward told DB that the OEM upgrades 
the software around twice a year, and  
has also funded a five-year development 
roadmap that will see a series of capability 
enhancements. ‘We invest in the products 
and in conjunction with the customers. We 
ask the question, “What would you like to 
see?” and “What is the latest capability 
you’d like?”, and we take that and have 
regular reviews and ensure that gets put 
into the baseline software package,’  
he explained. 
By Grant Turnbull

MARITIME MAPPING
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T ransferring data in a secure, 
efficient and rapid manner is an 
essential capability for any system 

or platform today, and continues to be  
a big focus for a myriad of military 
programmes and research projects around 
the world. Technology is evolving from 
point-to-point data links to systems that 
enable information to be sent from various 
sources and disparate networks.

Dewar, whose portfolio at BAE Systems 
includes a significant amount of work on 
tactical data links, believes that this is an 
important time for the field. ‘It’s very 
exciting to be at the forefront of importing 
different waveforms into one single set of 
hardware that can answer multiple mission 
needs,’ he said. 

‘There are many different data links out 
there for different platforms and systems, 
different branches of government and 
mission needs. For me personally, it’s very 
exciting to have the ability to consolidate 
and shape hardware that will answer 
multiple mission needs for the customer in 
the future in regard to tactical data links 
and software-defined radios [SDRs].’ 

Under threat
One of the driving forces behind much of 
the latest research and innovation is the 
growing threat of radio jamming, which 
effectively prevents communications and 
the transfer of critical data. 

‘What I see happening is that as the 
threat changes and the mission need 
changes, I see there needing to be more 
secure communications out there, secure 
data links,’ Dewar explained. 

‘As the warfighter gets closer and the 
jamming gets better, I see tactical data 
links being a dominant force in that battle 
and in that mission, making sure not only 

Shaping communication

As tactical data links continue to proliferate across the 
military sphere, Alan Dewar, C4ISR product line director at 
BAE Systems, spoke to Alice Budge about how the company 
is consolidating such technology to enhance capabilities for 
future operations.

can you link up and provide comms but you 
can provide secure comms that can last 
and not get jammed.’ 

He explained that there are a wide range 
of techniques being developed to stay ahead 
of the jammers, including the use of ‘smart 
algorithms’ for both antennas and SDRs. 

Dewar believes that the threat from 
enemy jamming attacks is significant. 
‘We’ve had pilots come in and they’ve said 
it’s almost a no-go – if your link isn’t up and 
running and you can’t see who is friend or 
foe in the network and you can’t see where 
things are, it’s a big problem,’ he said. 

‘I would say it is paramount that you keep 
linked, that it’s secure and that you’re not 
jammed. Once you’re jammed, you’re flying 
blind as to the data you can get,’ he added

Naval asset
Most recently, Dewar has overseen the 
development of the Network Tactical 
Common Data Link (NTCDL) system, 
developed for the USN in collaboration with 
antenna specialists Ball Aerospace. The 
technology will soon undergo a preliminary 
design review. 

The system, developed following four 
years of collaboration with the Office of 
Naval Research on SDRs and phased-array 
antenna technology, will initially be 
deployed on aircraft carriers before being 
installed across the fleet.

BAE Systems won the $81 million 
contract in June 2017 to provide the navy 
with a tactical data link that will enable  
ISR communications across numerous 
platforms simultaneously, upgrading the 
current, single point-to-point common  
data link. 

‘The system linked together will provide 
the ability to simultaneously connect and 
have multiple data links running at one 
time. They need this now from a situational 
awareness point of view,’ Dewar said. 

‘Stovepiping information from a single 
point to another single point really limits 
their mission effectiveness, especially with 
the threat envelope changing the way these 
ships will be deployed.’ 

Creating systems that are scalable and 
interoperable with legacy common data link 
technology was a contractual requirement, 
ensuring they can be deployed on aircraft 
carriers as well as current- and next-
generation unmanned vehicles alike. 

Dewar envisages a point in the near 
future when the navy will want to develop a 
capability within the NTCDL system to 
utilise the latest technology to enable the 
use of a range of different data links from a 
single piece of hardware. 

‘There is a significant amount of data 
links in the market space, so if there’s a 
mission need to be able to send and 
receive beyond common direct link, on 
different data links, that is something I 
could see there being a [requirement] for… 
we could design the hooks to ensure that it 
can run multiple waveforms,’ he said. ▪

 It’s very 
exciting to 

have the ability to 
consolidate and 
shape hardware that 
will answer multiple 
mission needs.
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